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Статистический анализ поточных шифров 
 
Ïåðå÷èñëåíû íàèáîëåå ïîïóëÿðíûå íàáîðû ñòàòèñòè÷åñêèõ òåñòîâ. Îïèñàíà ìåòîäèêà òåñòèðîâàíèÿ ÏÑÏ,  
ãåíåðèðóåìûõ ïîòî÷íûìè øèôðàìè, è ñïîñîáû èíòåðïðåòàöèè ïîëó÷åííûõ ðåçóëüòàòîâ. 
 

Ïî÷òè âñå ïðèìåíÿåìûå íà ïðàêòèêå øèôðû õàðàêòåðèçóþòñÿ êàê óñëîâíî íàäåæíûå, ïîñêîëüêó 
îíè ìîãóò áûòü â ïðèíöèïå ðàñêðûòû ïðè íàëè÷èè íåîãðàíè÷åííûõ âû÷èñëèòåëüíûõ âîçìîæíîñòåé. 
Àáñîëþòíî íàäåæíûå øèôðû íåëüçÿ ðàçðóøèòü äàæå ïðè èñïîëüçîâàíèè íåîãðàíè÷åííûõ âû÷èñëè-
òåëüíûõ âîçìîæíîñòåé. Ñóùåñòâóåò åäèíñòâåííûé òàêîé øèôð, ïðèìåíÿåìûé íà ïðàêòèêå, – ýòî îä-
íîðàçîâûé áëîêíîò, êîòîðûé áûë èçîáðåòåí â 1917 ã. Ì. Ìîáîðíîì è Ã. Âåðíàìîì. 

Êëàññè÷åñêèé îäíîðàçîâûé áëîêíîò – ýòî áëîêíîò, ñîñòàâëåííûé èç îòðûâíûõ ñòðàíèö, íà êàæ-
äîé èç êîòîðûõ íàïå÷àòàíà òàáëèöà ñî ñëó÷àéíûìè ÷èñëàìè (êëþ÷àìè). Áëîêíîò âûïîëíÿåòñÿ â äâóõ 
ýêçåìïëÿðàõ: îäèí èñïîëüçóåòñÿ îòïðàâèòåëåì, à äðóãîé – ïîëó÷àòåëåì. Êàæäûé ñèìâîë êëþ÷à èñ-
ïîëüçóåòñÿ òîëüêî îäèí ðàç è òîëüêî â îäíîì ñîîáùåíèè. Øèôðîâàíèå ïðåäñòàâëÿåò ñîáîé ñëîæåíèå 
(ïî ìîäóëþ 26, åñëè èñïîëüçóþòñÿ ëàòèíñêèå áóêâû; ïî ìîäóëþ 2, åñëè äàííûå ïðåäñòàâëåíû â äâî-
è÷íîì âèäå, è ò.ï.) ñèìâîëà îòêðûòîãî òåêñòà è ñèìâîëà êëþ÷à èç îäíîðàçîâîãî áëîêíîòà. Çàêîí÷èâ 
øèôðîâàòü ñîîáùåíèå, îòïðàâèòåëü óíè÷òîæàåò èñïîëüçîâàííûå ñòðàíèöû áëîêíîòà. Êàæäîå íîâîå 
ñîîáùåíèå èñïîëüçóåò íîâûå ñèìâîëû êëþ÷à. 

Ïîòî÷íûé øèôð ïî ñâîåé ñóòè ïûòàåòñÿ èìèòèðîâàòü êîíöåïöèþ îäíîðàçîâîãî áëîêíîòà. Ïîòî÷-
íûå øèôðû íå ÿâëÿþòñÿ àáñîëþòíî íàäåæíûìè, êàê îäíîðàçîâûé áëîêíîò, íî èõ óäîáíåå èñïîëüçî-
âàòü íà ïðàêòèêå, òàê êàê îíè èñïîëüçóþò êîðîòêèé êëþ÷ äëÿ ãåíåðàöèè ïñåâäîñëó÷àéíîé ïîñëåäîâà-
òåëüíîñòè (ÏÑÏ) – ãàììû èëè êëþ÷åâîãî ïîòîêà (keystream). Òàêàÿ ÏÑÏ äîëæíà áûòü ïðàêòè÷åñêè 
íåîòëè÷èìîé îò èñòèííî ñëó÷àéíîé. 

Ñóùåñòâóåò ìíîæåñòâî ñòàòèñòè÷åñêèõ òåñòîâ, ïîçâîëÿþùèõ îáíàðóæèòü ðàçëè÷íûå òèïû íåñëó-
÷àéíîñòè, êîòîðûå ìîãóò ñóùåñòâîâàòü â ÏÑÏ. Íàïðèìåð, ÷àñòîòíûé òåñò (frequency test) îïðåäåëÿåò, 
ÿâëÿåòñÿ ëè ÷èñëî åäèíèö è íóëåé â äâîè÷íîé ÏÑÏ ïðèáëèçèòåëüíî òàêèì æå, êàê â èñòèííî ñëó÷àé-
íîé ïîñëåäîâàòåëüíîñòè, ò.å. êîëè÷åñòâî åäèíèö è íóëåé äîëæíî áûòü ïðèìåðíî îäèíàêîâûì. Íàèáî-
ëåå èçâåñòíûìè ÿâëÿþòñÿ ñòàòèñòè÷åñêèå òåñòû, îïèñàííûå â êíèãàõ Ä. Êíóòà [1] è À. Ìåíåçèñà [2], à 
òàêæå íàáîðû ñòàòèñòè÷åñêèõ òåñòîâ Crypt-X [3], Diehard [4] è NIST [5]. 

Â ñâîåé êíèãå [1] Ä. Êíóò îïèñûâàåò íåñêîëüêî ýìïèðè÷åñêèõ òåñòîâ: frequency, serial, gap, 
poker, coupon collector’s, permutation, run, maximum-of-t, collision, birthday spacings, serial correlation. 

Íàáîð ñòàòèñòè÷åñêèõ òåñòîâ Diehard ñîäåðæèò ñëåäóþùèå òåñòû [4]: birthday spacings, overlap-
ping permutation, binary rank test for 31x31 matrices, binary rank test for 32x32 matrices, binary rank 
test for 6x8 matrices, monkey, bitstream, count-the-1's test on a stream of bytes, count-the-1's test for 
specific bytes, parking lot test, minimum distance test,  3dspheres, sqeeze, overlapping sums,  runs, craps. 

Íàáîð ñòàòèñòè÷åñêèõ òåñòîâ Crypt-X ñîäåðæèò ñëåäóþùèå òåñòû [3]: frequency, bi-nary deriva-
tive, change point, runs, sequence complexity è linear complexity òåñòû. 

Â ñâîåé êíèãå [2] À. Ìåíçèñ è äð. îïèñûâàþò 5 îñíîâíûõ òåñòîâ: frequency (monobit), serial (two-
bit), poker, runs, autocorrelation, à òàêæå óíèâåðñàëüíûé òåñò Ìàóýðà. 

Íàáîð ñòàòèñòè÷åñêèõ òåñòîâ NIST âêëþ÷àåò â ñåáÿ ñëåäóþùèå ñòàòèñòè÷åñêèå òåñòû [5]: fre-
quency (monobit), frequency test within a block, runs, test for the longest-run-of-ones in a block, binary 
matrix rank, discrete fourier transform (spectral), non-overlapping template matching, overlapping tem-
plate matching, maurer's "universal statistical", lempel-ziv compression, linear complexity, serial, ap-
proximate entropy, cumulative sums (cusums), random excursions, random excursions variant. 

Îñíîâíûì ïðèíöèïîì òåñòèðîâàíèÿ ÿâëÿåòñÿ ïðîâåðêà íóëåâîé ãèïîòåçû H0: òåñòèðóåìàÿ ïîñëå-
äîâàòåëüíîñòü ñëó÷àéíà. Àëüòåðíàòèâíîé ãèïîòåçîé Ha ÿâëÿåòñÿ ãèïîòåçà î òîì, ÷òî ïîñëåäîâàòåëü-
íîñòü íå ñëó÷àéíà.  Ïî ðåçóëüòàòàì êàæäîãî òåñòà íóëåâàÿ ãèïîòåçà ëèáî ïðèíèìàåòñÿ, ëèáî îòâåðãàåòñÿ. 

Äëÿ àíàëèçà ïðîõîæäåíèÿ ïñåâäîñëó÷àéíûìè ïîñëåäîâàòåëüíîñòÿìè ñòàòèñòè÷åñêîãî òåñòà èñ-
ïîëüçóþòñÿ ðàçëè÷íûå ïîäõîäû, íàïðèìåð òàêèå, êàê êðèòåðèé ïî ïîðîãîâîìó óðîâíþ, äîâåðèòåëüíûå 
èíòåðâàëû è êðèòåðèé ñ èñïîëüçîâàíèåì çíà÷åíèÿ âåðîÿòíîñòè [6]. Íàèáîëåå ãèáêèì èç ïåðå÷èñëåí-
íûõ ÿâëÿåòñÿ òðåòèé ïîäõîä, êîòîðûé çàêëþ÷àåòñÿ â âû÷èñëåíèè äëÿ ïîñëåäîâàòåëüíîñòè s òåñòîâîé 
ñòàòèñòèêè c(s) è ñîîòâåòñòâóþùåãî åé çíà÷åíèÿ âåðîÿòíîñòè (P-value). Ïðàâèëî ïðèíÿòèÿ ðåøåíèÿ â 
äàííîì ñëó÷àå ôîðìóëèðóåòñÿ ñëåäóþùèì îáðàçîì: äëÿ ôèêñèðîâàííîãî óðîâíÿ çíà÷èìîñòè α äâîè÷-
íàÿ ïîñëåäîâàòåëüíîñòü s íå ïðîõîäèò ñòàòèñòè÷åñêèé òåñò, åñëè P-value < α. 

Äëÿ ñòàòèñòè÷åñêîãî àíàëèçà ãåíåðàòîðîâ ÏÑÏ èñïîëüçóåòñÿ ñëåäóþùàÿ ñòðàòåãèÿ [5]: 
1. Âûáèðàåòñÿ ãåíåðàòîð, êîòîðûé áóäåò òåñòèðîâàòüñÿ. Ãåíåðàòîð äîëæåí ïðîèçâîäèòü äâîè÷-

íóþ ïîñëåäîâàòåëüíîñòü íóëåé è åäèíèö äëèíîé n. 
2. Äëÿ âûáðàííîãî íà ïðåäûäóùåì øàãå ãåíåðàòîðà êîíñòðóèðóåòñÿ íàáîð, ñîñòîÿùèé èç m äâî-

è÷íûõ ïîñëåäîâàòåëüíîñòåé, êàæäàÿ äëèíîé n áèò. Ðàçìåð íàáîðà m äîëæåí èìåòü ïîðÿäîê α–1, ò.å. 
äëÿ α = 0,01 íàáîð äîëæåí ñîñòîÿòü ïî êðàéíåé ìåðå èç 100 ïîñëåäîâàòåëüíîñòåé. 



 Å.Â. Èãîíè÷êèíà.  Ñòàòèñòè÷åñêèé àíàëèç ïîòî÷íûõ øèôðîâ 
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3. Âûïîëíÿåòñÿ íàáîð ñòàòèñòè÷åñêèõ òåñòîâ.  Êàæäûé ñòàòèñòè÷åñêèé òåñò îöåíèâàåò êàæäóþ  
n-áèòíóþ ïîñëåäîâàòåëüíîñòü è âûðàáàòûâàåò îäíî èëè áîëåå çíà÷åíèé P-value. Íà îñíîâå ýòèõ çíà-
÷åíèé P-value ìîæåò áûòü ñäåëàíî çàêëþ÷åíèå, êàñàþùååñÿ êà÷åñòâà òåñòèðóåìîé ïîñëåäîâàòåëüíîñòè. 

4. Äëÿ êàæäîãî ñòàòèñòè÷åñêîãî òåñòà ïðîèçâîäèòñÿ íàáîð çíà÷åíèé P-value, ñîîòâåòñòâóþùèé 
íàáîðó èç m ïîñëåäîâàòåëüíîñòåé. Äëÿ ôèêñèðîâàííîãî óðîâíÿ çíà÷èìîñòè îæèäàåòñÿ, ÷òî îïðåäåëåí-
íûé ïðîöåíò çíà÷åíèé P-value áóäåò óêàçûâàòü íà òî, ÷òî ïîñëåäîâàòåëüíîñòü íå ïðîõîäèò òåñòèðîâà-
íèå. Íàïðèìåð, äëÿ óðîâíÿ çíà÷èìîñòè α = 0,01 îæèäàåòñÿ, ÷òî îêîëî 1% ïîñëåäîâàòåëüíîñòåé ïðîâà-
ëèò òåñòèðîâàíèå. Ïîñëåäîâàòåëüíîñòè ïðîõîäÿò ñòàòèñòè÷åñêèå òåñòû âñÿêèé ðàç, êîãäà P-value ≥ α, è 
íå ïðîõîäÿò âî âñåõ îñòàëüíûõ ñëó÷àÿõ. 

Â ðåçóëüòàòå òåñòèðîâàíèÿ ìîæåò ïðîèçîéòè òðè òèïè÷íûõ èñõîäà: 
1. Àíàëèç P-value íå óêàçûâàåò íà îòêëîíåíèå îò ñëó÷àéíîñòè. 
2. Àíàëèç ÿñíî óêàçûâàåò íà îòêëîíåíèå îò ñëó÷àéíîñòè. 
3. Àíàëèç ÿâëÿåòñÿ íåäîñòàòî÷íûì. 
Â ðóêîâîäñòâå NIST ïðåäëàãàåòñÿ äâà ñïîñîáà èíòåðïðåòàöèè ðåçóëüòàòîâ [5]: 
1. Èññëåäîâàíèå äîëè ïîñëåäîâàòåëüíîñòåé, ïðîøåäøèõ ñòàòèñòè÷åñêèå òåñòû. 
2. Èññëåäîâàíèå ðàñïðåäåëåíèÿ çíà÷åíèé P-value, ÷òîáû ïðîâåðèòü ðàâíîìåðíîñòü èõ ðàñïðåäå-

ëåíèÿ. 
Â ñëó÷àå, êîãäà ëþáîé èç ýòèõ ïîäõîäîâ òåðïèò íåóäà÷ó, ò.å. ñîîòâåòñòâóþùàÿ íóëåâàÿ ãèïîòåçà 

äîëæíà áûòü îòêëîíåíà, äîëæíû áûòü ïðîâåäåíû äîïîëíèòåëüíûå ÷èñëåííûå ýêñïåðèìåíòû íà äðóãèõ 
îáðàçöàõ ãåíåðàòîðà, ÷òîáû îïðåäåëèòü, áûëî ëè ýòî ñîáûòèå ñòàòèñòè÷åñêèì îòêëîíåíèåì èëè ýòî 
áûëî äîêàçàòåëüñòâîì íåñëó÷àéíîñòè. 

Âûïîëíÿÿ ñòàòèñòè÷åñêèé àíàëèç ïîòî÷íîãî øèôðà, íåîáõîäèìî ïîìíèòü, ÷òî îí íå ÿâëÿåòñÿ ãå-
íåðàòîðîì ÏÑÏ â ÷èñòîì âèäå, òàê êàê êðîìå íàëè÷èÿ õîðîøèõ ñòàòèñòè÷åñêèõ ñâîéñòâ äîëæåí îáëà-
äàòü ñòîéêîñòüþ ê ðàçëè÷íûì êðèïòîàòàêàì. Ñòàòèñòè÷åñêèé àíàëèç ÏÑÏ, ãåíåðèðóåìûõ ïîòî÷íûì 
øèôðîì, ìîæíî ðàññìàòðèâàòü êàê ïåðâûé ýòàï âñåñòîðîííåãî àíàëèçà ïîòî÷íîãî øèôðà. 
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E.V. Igonichkina  
The statistical analysis of stream ciphers 
 
The most popular sets of statistical tests are listed. Methodology of testing of pseudorandom sequences generated by 
stream ciphers and ways of interpretation of the received results are described. 
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