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Îïèñûâàåòñÿ ñïîñîá ðåøåíèÿ çàäà÷è ÂÛÏÎËÍÈÌÎÑÒÜ (SAT) ïóòåì ìèíèìèçàöèè  
àññîöèèðîâàííîãî ôóíêöèîíàëà ñïåöèàëüíîãî âèäà. Ïîêàçàíû ïðàêòè÷åñêèå ïðèìåíåíèÿ  
ïðèâåäåííûõ àëãîðèòìîâ â çàäà÷àõ àñèììåòðè÷íîãî êðèïòîàíàëèçà.  
Ðàçðàáîòàí ãåíåðàòîð çàäà÷ àñèììåòðè÷íîãî êðèïòîàíàëèçà â âèäå çàäà÷è SAT. 

 
Äîïóñòèì K(x) – ïðîïîçèöèîíàëüíàÿ ôîðìóëà â êîíúþíêòèâíîé íîðìàëüíîé ôîðìå íà ìíîæåñò-

âå ïåðåìåííûõ x = {x1 … xN}. Çàäà÷à ÂÛÏÎËÍÈÌÎÑÒÜ çàêëþ÷àåòñÿ â òîì, ÷òîáû íàéòè ðåøàþùèé 
íàáîð x0 = {x1 = L1 … xk = Lk | Li = 0,1}, òàêîé ÷òî K(x0) = 1, èëè äîêàçàòü, ÷òî ðåøàþùåãî íàáîðà íå 
ñóùåñòâóåò. 

Ïåðåõîä îò çàäà÷è ÂÛÏÎËÍÈÌÎÑÒÜ ê çàäà÷å ïîèñêà ãëîáàëüíîãî ìèíèìóìà ôóíêöèîíàëà âè-
äà ïðîèñõîäèò ïî ôîðìóëå [3]: 

Îøèáêà! Îáúåêò íå ìîæåò áûòü ñîçäàí èç êîäîâ ïîëåé ðåäàêòèðîâàíèÿ.   
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Çäåñü ( )iC x  – äèçúþíêòû 3-ÊÍÔ, ýêâèâàëåíòíîé èñõîäíîé ÊÍÔ. Ñóììèðîâàíèå âåäåòñÿ ïî 

âñåì M êîíúþíêòàì ýêâèâàëåíòíîé 3-ÄÍÔ. Ñîîòâåòñòâèå ìåæäó áóëåâûìè è âåùåñòâåííûìè ïåðå-
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çíà÷åíèÿ ÈÑÒÈÍÀ íà èñõîäíîé ÊÍÔ. 

Äèôôåðåíöèðóÿ ôóíêöèîíàë (1) ïî âñåì ïåðåìåííûì ix , ïîëó÷èì ñèñòåìó óðàâíåíèé: 
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Ïîÿñíèì âûáîð ïðåäñòàâëåíèÿ èñõîäíîé ÊÍÔ èìåííî â âèäå ýêâèâàëåíòíîé 3-ÄÍÔ. Äèôôåðåí-

öèðóÿ ôóíêöèîíàë ( )F x  ïî âñåì ïåðåìåííûì ix , ïîëó÷àåì ñèñòåìó óðàâíåíèé (2), íî êîëè÷åñòâî 

âêëàäîâ â iA  è iB  îïðåäåëÿåòñÿ äëèíîé ñêîáîê. Ëþáàÿ ïðîöåäóðà ðåøåíèÿ ýòîé ñèñòåìû ïðè ïðîèç-

âîëüíîé äëèíå ñêîáîê áóäåò åñòåñòâåííûì îáðàçîì ïðèâîäèòü ê áîëüøèì îøèáêàì îêðóãëåíèÿ. Îãðà-
íè÷èâàÿ ÷èñëî ïåðåìåííûõ â ñêîáêàõ, ìû èñêëþ÷àåì ýòó òåõíè÷åñêóþ òðóäíîñòü. 

Äëÿ ðåøåíèÿ ñèñòåìû ïðåäëàãàåòñÿ ìåòîä ïîñëåäîâàòåëüíûõ ïðèáëèæåíèé ñ «èíåðöèåé»: 
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Èòåðàöèè ïðîâîäÿòñÿ äëÿ âåùåñòâåííûõ ÷èñåë (èñïîëüçóåòñÿ ìåòîä Çåéäåëÿ), à èòîãîâûé,  èëè 

ïðîìåæóòî÷íûé,  âåêòîð ïðîåêòèðóåòñÿ íà N{0,1}B , è íà áóëåâîì âåêòîðå ïðîâåðÿåòñÿ SAT. 

Äëÿ óëó÷øåíèÿ ñõîäèìîñòè ìåòîäà ðàçðàáîòàíû ðàçëè÷íûå ìîäèôèêàöèè: ìåòîä ðåçîëþöèè, 
ñäâèã ïî ãðàäèåíòó, ìåòîä ñìåíû òðàåêòîðèè, ââåäåíèå âåñîâ ïî âõîæäåíèþ ïåðåìåííûõ. 

Äëÿ òåñòèðîâàíèÿ ìåòîäà áûë ðàçðàáîòàí ãåíåðàòîð çàäà÷ êðèïòîàíàëèçà àñèììåòðè÷íûõ øèôðîâ – 
ôàêòîðèçàöèè, äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ, äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ íà ýëëèïòè÷åñêîé 
êðèâîé â âèäå çàäà÷è ÂÛÏÎËÍÈÌÎÑÒÜ. Èñõîäíàÿ çàäà÷à ðàçëàãàåòñÿ íà ýëåìåíòàðíûå îïåðàöèè, 
äëÿ êîòîðûõ ñòðîèòñÿ ñîîòâåòñòâóþùàÿ áóëåâà ôîðìóëà. Çàòåì ýòè ôîðìóëû îáúåäèíÿþòñÿ â ðåçóëü-
òèðóþùóþ ÊÍÔ. Ïîäðîáíî ñïîñîá ãåíåðàöèè îïèñàí â [1]. 

Ïðè òåñòèðîâàíèè èñïîëüçîâàëèñü ïðèìåðû áèáëèîòåêè SATLib, ïðèìåðû áîëüøèõ ðàçìåðíîñòåé, 
ñôîðìèðîâàííûå ñëó÷àéíûì îáðàçîì, ïðèìåðû, ñôîðìèðîâàííûå äëÿ çàäà÷è ôàêòîðèçàöèè. ×èñëà 
äëÿ çàäà÷è ôàêòîðèçàöèè áðàëèñü ñ ó÷åòîì âñåõ òðåáîâàíèé, ïðåäúÿâëÿåìûõ ê àëãîðèòìó RSA. 

Âû÷èñëèòåëüíûå ýêñïåðèìåíòû äëÿ ïðèìåðîâ SATLib, ïîêàçàëè ñðàâíèìûå ñ âåäóùèìè àëãîðèò-
ìàìè ðåçóëüòàòû. Ïðè òåñòèðîâàíèè ïðèìåðîâ ñôîðìèðîâàííûõ ñëó÷àéíî ïîêàçàíî, ÷òî ïðè 
/ 0,5N M ≤ , ãäå N  ýòî  ÷èñëî ïåðåìåííûõ, M – ÷èñëî äèçúþíêòîâ â ÊÍÔ, èòåðàöèîííàÿ ïðîöåäóðà 
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âñåãäà ñõîäèòñÿ ê ðåøåíèþ. Äëÿ ïðèìåðîâ, ýêâèâàëåíòíûõ çàäà÷å ôàêòîðèçàöèè óäàåòñÿ íàéòè ðåøå-
íèå çàäà÷ ðàçìåðíîñòè äî 72 áèò çà âðåìÿ ìåíåå 200 ÷àñîâ, ÷òî ïðåâîñõîäèò ðåçóëüòàòû àëãîðèòìîâ, 
ïðåäñòàâëåííûõ íà ñîðåâíîâàíèÿõ 2005 ãîäà (www.cs.ubc.ca/~hoos/) [2]. 

Äëÿ çàäà÷è ôàêòîðèçàöèè ïîëó÷åí èíòåðåñíûé ðåçóëüòàò. Óæå ïîñëå íåñêîëüêèõ ñîòåí èòåðàöèé 
ìåòîä ïîçâîëÿåò  íàõîäèòü áîëåå 65% íåèçâåñòíûõ (ðèñ. 1). Ïðè÷åì íàéäåííûå íåèçâåñòíûå ÿâëÿþòñÿ 
êëþ÷åâûìè äëÿ ðåøåíèÿ çàäà÷è, ò.å. ïîñëå ïîäñòàíîâêè èõ çíà÷åíèé â èñõîäíóþ ôîðìóëó, ïîñëåäíÿÿ 
ëåãêî ðàçðåøàåòñÿ. Äðóãîé èíòåðåñíûé ðåçóëüòàò â òîì, ÷òî ñ ðîñòîì ðàçìåðíîñòè çàäà÷è ïðîöåíò 
âåðíûõ áèò ëîãàðèôìè÷åñêè âîçðàñòàåò.  Íà ðèñóíêå ïðåäñòàâëåíû ðåçóëüòàòû ðàñ÷åòîâ äëÿ ñåðèé 
çàäà÷, ñðåäíèå çíà÷åíèÿ âåðíûõ áèò, íàèëó÷øàÿ àïïðîêñèìàöèÿ ëîãàðèôì ïî ìåòîäó íàèìåíüøèõ 
êâàäðàòîâ, è ñîîòâåòñòâóþùèå ìàêñèìàëüíûå çíà÷åíèÿ. 

 

 
Ðèñ. 1. Çàâèñèìîñòü ïðîöåíòà ÷èñëà âåðíûõ áèò îò ðàçìåðíîñòè çàäà÷ 

 
Ó÷èòûâàÿ, ÷òî ìíîãèå çàäà÷è êðèïòîãðàôè÷åñêîãî àíàëèçà ìîãóò áûòü ïðåäñòàâëåíû â áóëåâîé 

ôîðìå, ñ ïîñëåäóþùèì ñâåäåíèåì èõ ê çàäà÷å ìèíèìèçàöèè ôóíêöèîíàëà ïðåäñòàâëÿåòñÿ ïåðñïåêòèâ-
íûì ïðèìåíåíèå ïðåäñòàâëåííîé ìåòîäèêè,  âî âñÿêîì ñëó÷àå, äëÿ ðåøåíèÿ çàäà÷ äèñêðåòíîãî ëîãà-
ðèôìèðîâàíèÿ è ëîãàðèôìèðîâàíèÿ íà ýëëèïòè÷åñêîé êðèâîé. Ïðåäâàðèòåëüíûå ðåçóëüòàòû äëÿ ýòèõ 
çàäà÷ àíàëîãè÷íû ðåçóëüòàòàì äëÿ çàäà÷è ôàêòîðèçàöèè. 
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V.I. Dulkeyt, R.T. Faizullin, I.G. Khnikin  
Global optimization problems associated with cryptographic analysis of asymmetric ciphers 
 
The aim of this article is to establish relation between well-known problems of cryptographic analysis and   global 
optimization problems   which can be associated with SAT representation of cryptographic algorithms where bits of 
key is part of  SAT solution string.   There was constructions   SAT forms for factorization problem, SAT forms for 
logarithmic problem and logarithmic problem on elliptic curves. For numerical solution was adapted some low relaxa-
tion algorithms and for example results of numerical experiments  give to us strong more then 50% bits for un-
knowns in SAT factorization form.   


