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Ïåðåíàïðÿæåíèÿ îêàçûâàþò îïàñíûå âîçäåéñòâèÿ íà æèçíü ëþäåé è ðàáîòîñïîñîáíîñòü
àïïàðàòóðû ñâÿçè. Êîììóòàöèîííûå ïåðåíàïðÿæåíèÿ â ñèñòåìàõ òåëåêîììóíèêàöèè
ïðèâîäÿò ê íàðóøåíèþ ïåðåäà÷è èíôîðìàöèè è, êàê ñëåäñòâèå, îêàçûâàþò óãðîçó èí-
ôîðìàöèîííîé áåçîïàñíîñòè.
Êëþ÷åâûå ñëîâà: òåëåêîììóíèêàöèè, èíôîðìàöèîííàÿ áåçîïàñíîñòü, êîììóòàöèÿ, íà-
ïðÿæåíèå.

Ñîãëàñíî ÃÎÑÒó 350922–96 çàùèòà èíôîðìàöèè – ýòî äåÿòåëüíîñòü, íàïðàâëåííàÿ íà
ïðåäîòâðàùåíèå óòå÷êè çàùèùàåìîé èíôîðìàöèè, íåñàíêöèîíèðîâàííûõ è íåïðåäíàìå-
ðåííûõ âîçäåéñòâèé íà çàùèùàåìóþ èíôîðìàöèþ. Ïîä èíôîðìàöèîííîé áåçîïàñíîñòüþ
ïîíèìàåòñÿ çàùèùåííîñòü èíôîðìàöèè è ïîääåðæèâàþùåé åå èíôðàñòðóêòóðû îò ñëó-
÷àéíûõ èëè ïðåäíàìåðåííûõ âîçäåéñòâèé åñòåñòâåííîãî èëè èñêóññòâåííîãî õàðàêòåðà,
êîòîðûå ìîãóò íàíåñòè óùåðá âëàäåëüöàì èëè ïîëüçîâàòåëÿì èíôîðìàöèè.

Êîììóòàöèîííûå ïåðåíàïðÿæåíèÿ îêàçûâàþò óãðîçó èíôîðìàöèîííîé áåçîïàñíîñòè.
Â ñâîþ î÷åðåäü ýòè óãðîçû ìîãóò âîçíèêàòü êàê ïðè åñòåñòâåííûõ ïåðåíàïðÿæåíèÿõ, òàê è
ïðè íàìåðåííîì âûâîäå èç ñòðîÿ òåëåêîììóíèêàöèîííîé ñåòè ñ ïîñëåäóþùèì äîñòóïîì
ê çàùèùàåìîé èíôîðìàöèè. Â íàñòîÿùåå âðåìÿ èìååòñÿ ðÿä âîçìîæíîñòåé â ïðèáîðíîì
è òåõíîëîãè÷åñêîì èñïîëíåíèè, ïðè èñïîëüçîâàíèè êîòîðûõ ìîæíî ðåàëèçîâàòü èñêóññò-
âåííîå êîììóòàöèîííîå ïåðåíàïðÿæåíèå â ñåòè òåëåêîììóíèêàöèè.

Âíóòðåííèå ïåðåíàïðÿæåíèÿ ìîãóò âîçíèêàòü â ðåçóëüòàòå êîììóòàöèé, êàê àâàðèé-
íûõ, òàê è íîðìàëüíûõ, îïåðàòèâíûõ. Âíóòðåííèå ïåðåíàïðÿæåíèÿ âîçíèêàþò ïðè âêëþ-
÷åíèè è îòêëþ÷åíèè âîçäóøíûõ è êàáåëüíûõ ëèíèé; îòêëþ÷åíèè íåíàãðóæåííûõ òðàíñ-
ôîðìàòîðîâ; îòêëþ÷åíèè äâîéíîãî êîðîòêîãî çàìûêàíèÿ (ÊÇ) íà çåìëþ; îòêëþ÷åíèè
äâóõôàçíûõ ÊÇ; íåîäíîâðåìåííîì âêëþ÷åíèè ôàç ïðè ïóñêå ýëåêòðîäâèãàòåëåé; âêëþ÷å-
íèè ýëåêòðîäâèãàòåëåé ïðè àâòîìàòè÷åñêîì ââîäå ðåçåðâà (ÀÂÐ) èëè àâòîìàòè÷åñêîì ïî-
âòîðíîì âêëþ÷åíèè (ÀÏÂ); îòêëþ÷åíèè ýëåêòðîäâèãàòåëåé; êîììóòàöèè íàãðóçêè âàêó-
óìíûìè âûêëþ÷àòåëÿìè; äóãîâûõ çàìûêàíèÿõ íà çåìëþ; ðåçîíàíñíûõ ïîâûøåíèÿõ
íàïðÿæåíèÿ.

Â òàáë. 1 ïðèâåäåíû ðåçóëüòàòû îöåíêè ìàêñèìàëüíûõ óðîâíåé âíóòðåííèõ ïåðåíà-
ïðÿæåíèé â ñåòÿõ [1].  Êàê ñëåäóåò èç ýòîé òàáëèöû,  ìàêñèìàëüíûå óðîâíè âíóòðåííèõ
ïåðåíàïðÿæåíèé èìåþò ìåñòî ïðè êîììóòàöèè íàãðóçêè âàêóóìíûìè âûêëþ÷àòåëÿìè
(äî 7,0 Uô).

Ò à á ë è ö à  1
Ìàêñèìàëüíûå óðîâíè âíóòðåííèõ ïåðåíàïðÿæåíèé

Ðåæèìû
Âåëè÷èíà ïåðåíàïðÿæåíèÿ,

Uô

1. Âêëþ÷åíèå âîçäóøíûõ è êàáåëüíûõ ëèíèé 3,5
2. Îòêëþ÷åíèå âîçäóøíûõ è êàáåëüíûõ ëèíèé 4,0–4,3
3. Îòêëþ÷åíèå íåíàãðóæåííûõ òðàíñôîðìàòîðîâ 5,0–6,0
4. Îòêëþ÷åíèå äâîéíîãî ê.ç. íà çåìëþ 3,3
5. Îòêëþ÷åíèå äâóõôàçíûõ ê.ç. 2,0–3,0
6. Íåîäíîâðåìåííîå âêëþ÷åíèå ôàç ïðè ïóñêå ýëåêòðîäâèãàòå-
ëåé

3,0–3,4

7. Âêëþ÷åíèå ýëåêòðîäâèãàòåëåé ïðè ÀÂÐ èëè ÀÏÂ 4,2
8. Îòêëþ÷åíèå ýëåêòðîäâèãàòåëåé 4,0–6,0
9. Êîììóòàöèÿ íàãðóçêè âàêóóìíûìè âûêëþ÷àòåëÿìè 2,6–7,0
10. Äóãîâûå çàìûêàíèÿ íà çåìëþ 2,3–3,20
11. Ðåçîíàíñíûå ïîâûøåíèÿ íàïðÿæåíèÿ 2,0

Óñðåäíåííûå çíà÷åíèÿ êîììóòàöèîííûõ èìïóëüñíûõ íàïðÿæåíèé ïðè èõ äëèòåëüíî-
ñòè 1000–5000 ìêñ ïðèâåäåíû â òàáë. 2 [1].
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Ò à á ë è ö à  2
Óñðåäíåííûå çíà÷åíèÿ êîììóòàöèîííûõ èìïóëüñíûõ íàïðÿæåíèé

Íîìèíàëüíîå íàïðÿæåíèå ñåòè, êÂ 6 10 35
Êîììóòàöèîííîå èìïóëüñíîå íàïðÿæåíèå, êÂ 27 43 148

Ïîäîáíûå ïåðåíàïðÿæåíèÿ ìîæíî âûçâàòü ñ ïîìîùüþ ñïåöèàëüíûõ óñòàíîâîê, êîòî-
ðûå ñîäåðæàò ðåàêòèâíûå ýëåìåíòû.

×òîáû îöåíèòü âîçäåéñòâèå êîììóòàöèîííûõ ïåðåíàïðÿæåíèé,  ðàññìîòðèì è ñìîäå-
ëèðóåì ñëó÷àé îòêëþ÷åíèÿ óñòàíîâêè,  ñõåìà çàìåùåíèÿ êîòîðîé ïðèâåäåíà íà ðèñ. 1.
Ïîñëå ðàçìûêàíèÿ âûêëþ÷àòåëÿ íàñòóïàåò ïåðåõîäíûé ïðîöåññ,  êîòîðûé ìîæíî ðàññ÷è-
òûâàòü ðàçíûìè ñïîñîáàìè. Ïåðåõîäíûé ïðîöåññ ðàññ÷èòûâàåòñÿ îòíîñèòåëüíî òîêà â íà-
ãðóçêå R1. Ïðè çàäàííûõ ïàðàìåòðàõ óñòàíîâêè óñòàíîâèâøååñÿ íàïðÿæåíèå íà íàãðóçêå
R1 äî îòêëþ÷åíèÿ ëèíèè ñîñòàâëÿåò 220 Â. Îïåðàòîðíîå èçîáðàæåíèå ýòîãî òîêà  ïîñëå
îòêëþ÷åíèÿ ïðèíèìàåò âèä

2
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ãäå 1(0 )Cu -  è 2(0 )Li -  – íà÷àëüíûå óñëîâèÿ.

à á

â ã
Ðèñ. 1. Ñõåìû äëÿ ðàñ÷åòà ïåðåõîäíîãî ïðîöåññà ïðè âûêëþ÷åíèè óñòàíîâêè:  ñõåìà óñòàíîâêè

äî (à) è ïîñëå (á) êîììóòàöèè; ñõåìû çàìåùåíèè óñòàíîâêè äî (â) è ïîñëå (ã) êîììóòàöèè

Îïåðàòîðíîå èçîáðàæåíèå íàïðÿæåíèÿ íà íàãðóçêå R1 ïðèìåò âèä

1 1 1( ) ( ) .U p I p R= × (2)

×àñòîòíàÿ çàâèñèìîñòü ðåàëüíîé è ìíèìîé ÷àñòè íàïðÿæåíèÿ íà íàãðóçêå R1 ïðèâå-
äåíà íà ðèñ. 2.

t
Ðèñ. 2. ×àñòîòíàÿ çàâèñèìîñòü íàïðÿæåíèÿ íà íàãðóçêå R1
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Ïîñëå îòûñêàíèÿ îðèãèíàëà îò èçîáðàæåíèÿ íàïðÿæåíèÿ íà íàãðóçêå R1 (2)  îïåðà-
òîðíûì ìåòîäîì óðàâíåíèå ïåðåõîäíîãî ïðîöåññà ïðèíèìàåò âèä [2]

1 2 3
1 1

( 1) ( 2) ( 3)
( ) ,

( 1) ( 2) ( 3)
p t p t p tN p N p N p

u t R e e e
M p M p M p

× × ×æ ö
= × × + × + ×ç ÷¢ ¢ ¢è ø

(3)

ãäå ð1, ð2 è ð3 – êîðíè çíàìåíàòåëÿ âûðàæåíèÿ (1); N(p) – ÷èñëèòåëü âûðàæåíèÿ (1);
M¢ (p) – ïåðâàÿ ïðîèçâîäíàÿ çíàìåíàòåëÿ âûðàæåíèÿ (1).

Âðåìåííàÿ çàâèñèìîñòü íàïðÿæåíèÿ íà íàãðóçêå R1 ïîñëå  ïåðåõîäíîãî ïðîöåññà,
íàéäåííàÿ îïåðàòîðíûì ìåòîäîì,  ïðåäñòàâëåíà íà ðèñ. 3 [3].
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Ðèñ. 3. Íàïðÿæåíèå íà íàãðóçêå R1 (îïåðàòîðíûé ìåòîä)

Êàê âèäíî èç çàâèñèìîñòè íà ðèñ. 3,  ïðè îòêëþ÷åíèè ðàíåå çàðÿæåííîé óñòàíîâêè
èìåþò ìåñòî ïåðåíàïðÿæåíèÿ,  ïðåâûøàþùèå óñòàíîâèâøååñÿ íàïðÿæåíèå äî îòêëþ÷å-
íèÿ 220 Â, êîòîðûå íåãàòèâíî ñêàçûâàþòñÿ íà ðàáîòå óñòðîéñòâ àâòîìàòèêè è ñâÿçè,  âû-
çûâàÿ èõ âûõîä èç ñòðîÿ è,  êàê ñëåäñòâèå,  óãðîçû èíôîðìàöèîííîé áåçîïàñíîñòè è
îïàñíûå ñèòóàöèè äëÿ äâèæåíèÿ ïîäâèæíîãî ñîñòàâà è áåçîïàñíîñòè ëþäåé.
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V.E. Mitrokhin, D.A. Fedotov
Impact switching overvoltage on stability functioning and information security telecommunications
system
Overvoltage is not only dangerous phenomena for peoples life and for efficiency communication
equipment,  but also it is a threat for information security telecommunications system. Switching
overvoltage in telecommunications system reduce to violation information transfer and properly is
threating for information security.
Keywords: telecommunications,  information security,  switching, pressure.
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