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Pa3paboTtka meToankn naeHTucmkaumm aBTopcrtea 6MHapHbIX
M An3acceMOMpoBaHHbIX KOAOB NporpamMmmbl Ha OCHOBe aHcamMb6ns
COBpPEMEHHbIX MeTOA0B 00pPaboTKMN eCTECTBEHHOroO A3blKa

JlaHHas CTATbs SABJISAETCS YACTBIO MUKJIA MCCIICJOBAaHUH, HAPABJICHHBIX Ha pelIeHue npooieM HaeHTH(OUKAIMH aBTop-
CTBa MPOrPaMMHOTO KoJla. AHaIN3 OHHAPHOTO MM AN3acCEMOIMPOBAHHOTO KOJIa SIBIISIETCST BAXKHEHIIIeH 3agadueit HHpop-
MAaIMOHHON 0e3011acHOCTH, Pa3paboTKU IPOrPaMMHOT0 00eCTIeUeHUsI 1 KOMITBIOTEPHON KPUMUHAINCTHKY BBHIY HE00-
XOANMOCTH 3alIUTHI Pe3yIbTaTOB HHTEIUIEKTYIbHOM eI TeIbHOCTH U aBTOPCKOTO MPaBa, a TAkKe ONpeIeNIeHHUs aBTOPOB
BPEIOHOCHBIX IIporpaMm. JIro0ast mporpaMma npeacTaBisier co0oi MalIMHHEINA KOJI, KOTOPBIH MOXET OBITh TH3acceM-
OnmupoBaH (mpeoOpa3oBaH B TEKCT Ha SA3bIKE acceMOuepa) Mpy MOMOIIH CIIENHANTU3UPOBAHHBIX HHCTPYMEHTOB M IIpOaHa-
JIM3UPOBAH Ha MPEMET aBTOPCTBA II0 aHAJIIOTUH C TEKCTOM Ha €CTECTBEHHOM s3bIke. [l perieHus: 0003HaueHHOM Ipo-
OJIeMBI B CTaThe MpeIIaracTcss MeTOANKa Ha OCHOBe aHcamOis fastText, MeToma onopHbIX BeKTOpoB (SVM) 1 aBTOpPCKOi
ruOpuUIHOM HelipoHHOM ceTu. [IpenoskeHHas METOMKa OLIEHUBAIACh HAa HCXOMHBIX Kofax Ha s3bikax C u C++, cobpan-
HbIX ¢ atpopm GitHub u Google Code Jam, ckoMITMIMPOBaHHBIX B UCIIONHSIEMBIE (halIIbl U AU3aCCEMOIMPOBAHHBIX
MHCTPYMEHTaMH peBepc-MHKUHUpUHra. CpenHsiss TOYHOCTh HACHTH(UKAIMH aBTOpa ANW3acCeMOIMPOBAHHOTO KoJa
HpeIOKeHHON MeTOAMKOM cocTaBmiia 6onee 0,9. Meronuka Takxke Oblia anpoOHpoBaHa Ha HCXOAHBIX KOJAX, B Pe3yJib-
TaTe Yero cpeiHsAs TOYHOCTh cocTaBmiia 0,96 i1 npocThIx ciryuyaes u 6oiee 0,85 st caoxkHbIX (00(ycKalys, cTaHIapThl

KOJIUPOBAHUS H AP.).
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Wnentndukanus aBTopa NporpaMMHOTO KO SIBIIS-
eTCsI BaKHEHIIeH 3a1a4eii B i poBOi KPIMHUHAIACTHKE
[1] u obHapyxeHnn TutaruaTa [2]. Pemmenus sToit 3agaun
0COOEHHO TOJIE3HBI IIPU CyAECOHBIX pa3OMpaTenbCTBAX,
CBSI3aHHBIX C BONIPOCAaMM MHTEIUICKTyaJIbHOW COOCTBEH-
HOCTH M aBTOPCKHX TIpaB, a TaKXKe IPH PaccieJOBaHUAX
ciIy4aeB pa3pabOTKU M paclpoOCTPaHEHHsI BPEIOHOCHOTO
nporpaMMHoro obecreueHus. CymecTBYIOIINE METOIbI
HACHTU(QHUKAIMK aBTOpa KOMIIBIOTEPHOH MPOTPaMMEI
MOXXHO Pa3JeUTh Ha TPU TPYIIIBI: aHATH3UPYIOIIHE HC-
XomHbIHN Kox [3—7], acceMOnepHBIi Ko Au3acceMOnmpo-
BaHHOH mporpammsl [8—12] u yHHBEpcalbHBIE METOIBI,
MpUMEeHNMEIe B 00oux ciydasx [13, 14]. Xota 3tu Me-
TOZbI OCHOBAHbI HAa Pa3HbIX AITOPUTMax M MOIX0/1axX, BCE
OHHM UMEIOT OOIIMI IPUHIIUIT pabOTHI: ONpe/iesICHUE YHH-
KaJIbHOTO CTHJISI KOANPOBAHUSI aBTOPA-TIPOTPAMMHUCTA.

YHUKaNbHBIN CTUIIb MPOTPAMMHUCTA XapaKTEPU3Y-
ercsi 1abJoHaMH TPOEKTHPOBAHMS, S3BIKOBBIMH KOH-
CTpYKUUsIMHU, (OpMATUPOBaHHEM OJIOKOB KOJd, CTHIIEM
KOMMEHTapHeB K KOAY, MJIECHTH(UKATOpaMH, IepeMeH-
HBIMM, HAaUMEHOBaHMAMH (YHKIMH, «3amaxaMu KOaa»
[15] — pparmenTramu kozma, He COOTBETCTBYIONTUMH IIpa-
BHJIaM HAITMCAHMA KOJA HA SI3BIKE, HCIOIB3YEeMOM aBTO-
poM mporpammsl. IlepeuncieHHble XapaKTEPUCTHUKU
MIPEICTABISIFOT UCXOIHBIA KOJI IPOTPaMMBIL, a HE IU3ac-
ceMOpoBaHHbBIN. OTHAKO HEKOTOPHIE U3 HUX OCTAIOTCA
pacrno3HaBaeMbIMU Ja)ke MOce KOMIWIALUN U AU3ac-
cemOnupoBanust nporpammbl. Takum oOpaszoM, omnpese-
JICHWE aBTOPCTBA HAa OCHOBE AM3aCCEMOIMPOBAHHOTO
Koy1a SIBJIsIeTCS O0Jiee METOOJIOTMYECKH CIIOXKHBIM U Tpe-
OyeTt GoJiee COBpPEMEHHBIX PELICHHH, aJalTHPOBaHHBIX K
9TOMY BUJy aHAJIN3A.

Ilenbto maHHOrO HCCIENOBAaHUS SABISETCA paspa-
00TKa KOMIIJIEKCHOTO pEIIeHUS] Ha OCHOBE aJTOPUTMOB
00pabOTKN €CTECTBEHHOTO S3bIKa, TTO3BOJISIONIETO C BBI-

COKOM TOYHOCTBIO HICHTU(QHUINPOBATH aBTOpa IIPO-
TpaMMBI, HCIIOJIB3YS KaK HCXOTHBIE, TaK U TU3acCeMOIH-
pOBaHHBIC KOJIBI.

O030p JMTEpaTypbI

[Ipu pa3paboTke U COBEPIICHCTBOBAHUHN METOTUKU
HUICHTU(PHUKAIIMKA aBTOpa IMPOTPAMMHOTO KOIa BaKHO
YYHTBIBATh OTBIT, MOJTYYCHHBINA HCCIICIOBATEISIMU PaHee,
W IPUHUMATh BO BHUMaHKE NPEUMYIIECTBa, HEIOCTATKH
W OTPaHUYEHUS TeX MM UHBIX ITOJXOJIOB.

3asaua aHaIM3a MPOrPAMMHOTO KOZIa C I[eJIBI0 YCTa-
HOBJICHHS aBTOPCTBA MMEET HECKOJBbKO (hyHIAaMEHTaIIb-
HBIX PellIeHHH, 00eCIIeYNBAIOIINX IPHEMIIEMBI JJIsl UX
HCTIOJIB30BaHMA B IPUKJIAIHBIX 3a/adax pe3ysbTar.

Bbonwmas ywacte Meronos [12—-14], momumMo ocHo-
BaHHBIX Ha ITyOokux HelpoHHBIX ceTsix (HC) [16], ome-
pPUpPYET MHOXXECTBOM IPHU3HAKOB, MPEIJIOKEHHBIM B HC-
cinenoBanuu [9]. Wnmes cocTouTt B MpUMEHEHHU TpadoB
cemanTHdeckoro notoka (SFG) m moToka ympaBieHHS
(CFQ), monyueHHBIX IMyTeM peBepC-WHXKUHUPHUHTA, C 11e-
JIBIO TIOTyYEHUSI U3 HUX MOCTIeI0BAaTeIbHON TPaCCHPOBKHI
onepanuii. I'ToroBoe MHOXXECTBO MPHU3HAKOB, TOITyYEH-
HOE TaKUM 00pa3oM, BKITFOUAET BHI30BBI OMOINOTEK, UIH-
OMBI, TpadIeThl, 72-TPaMMBI U Ma0IOHBI (PyHKIIUH.

CornacHo pe3yabraTaM aHaJIM3a aHaJoroB pa3paba-
THIBAEMOW METOJIKH, TAKOE€ MHOXKECTBO SIBJISIETCS JI0CTa-
TOYHBIM JUISI TIOJTYYEHUS BBICOKOW TouHOCTH (Oonee 0,7
quist HabopoB naHHBIX Google Code Jam (GCJ) [17] n
Codeforces [18]) mpocTBIMH CTATHCTHYSCKUMH MOJIC-
JSIMH, TAaKUMH KaK METOJl OIIOPHBIX BeKTOpoB (SVM) u
abcTpakTHBIe cCHHTaKcHueckne nepesbs (AC).

Hcxons u3 ananm3sa Tpyaos [3—15], MOXKHO caenath
BBIBOJ] O TOM, YTO TIPH PEIICHNH 3aa41 WICHTU(DUKALIUH
aBTOpa IMPOTPAaMMHOTO KOJa CIIEAyeT YYWTHIBATh P
(akTopoB:
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1. BOABIIMHCTBO TPHU3HAKOB, KOTOPBIE HCIIOIB3Y-
I0TCS JUIS OTpEeNICHUs] aBTOPCTBA IIPOIPaMMBI, OIHUCHI-
BaloOT ee (pyHKIMOHAIBLHOCTD, a HE aBTOPCKUH CTUIIb, YTO
MOYKET HETaTUBHO CKa3aThCsl Ha 0OoOImaromeil cnocoo-
HOCTH KJaccudukaropa.

2. IIpu QopmupoBaHMHM TPHU3HAKOBOTO IMPOCTPaH-
CTBa BOKHO MPETYyCMOTPETh (PUIBTPALNIO AT ITOBBIIIE-
HUSI THQOPMATUBHOCTH OTAEIHHO B3SATHIX NMPHU3HAKOB H
WX OTAEJIICHHS OT IIyMa.

3. Bompmoe BiaHMAHWE Ha OICHKY 3(QeKTHBHOCTH
MTOAX0/1a OKA3hIBACT JJOMEH JaHHBIX. 3a9acTyI0 HCCIIEHO0-
BaTEJH HCIIONB3YIOT MPOrPaMMHBIE KOl C COPEBHOBA-
HUl 1100 ycTapeBre HaOOPHI TaHHBIX, HAXOSITUECS B
OTKpPBITOM JIOCTYIIE, YTO HEraTHMBHO CKa3bIBAETCs HA 00b-
€KTUBHOCTH OLICHKH U HE MO3BOJISIET OLIEHUTH 000011120~
LIYIO CHOCOOHOCTD OJIXO/I0B.

Crenyer OTMETHTb, YTO HECMOTPS Ha OE3yCIOBHYIO
addpexTuBHOCTh oAX0noB Ha ocHoBe CFG u SFG cos-
MECTHO C KJIACCHYECKHMHU aJropUTMaMy MAaIlHHHOTO
00y4eHns1, X HUCIIONF30BAHNE B KaueCTBE OCHOBBHI IS
YHHUBEPCAILHOW METOANKY UICHTH()UKAIIUH aBTOPA TIPO-
TPaMMHOTO KOZIa HEIOIyCTHMO. DTO OOYCIIOBICHO IBYMSI
acIieKTaMu:

1. TTomxomp! aganTHPOBAHBI ITO]] AHAIIN3 TU3ACCEM-
ONMPOBAaHHBIX KOMOB M HE TNPHUMEHUMBI K HCXOAHBIM
KOZaM.

2. TpynoeMKocTh Tpoliecca 1 HeOOXOIUMOCTb JKC-
MEPTHBIX 3HaHMH HU3KOYPOBHEBBIX SI3BIKOB JJISl €70 OCY-
IIECTBJICHUS.

HeiipoceTeBbie moaxonsl 1 aHCaMOJIM Ha UX OCHOBE
MOTYT CTaTh Y3QPEKTUBHON U YHUBEPCAIBHOH aJbTepHAa-
TUBOM, He TPEeOYIOMIEH TOMTOTHUTEIFHBIX BPEMEHHBIX 3a-
Tpar Ha (OpPMHUPOBAHUE PEICBAHTHOTO MHOXKECTBA TIPHU-
3HAKOB.

Ha0op nannbix

Jist 00BeKTHBHOM OLIeHKU ()()EKTHBHOCTH peai-
3YEeMBIX ITOJXOA0B ObLIT HEOOXOAMM OOBEMHBIN U perpe-
3eHTAaTHBHBIA Habop naHHbIx. Ilpu QopmupoBanuu
Habopa 00s13aTeNbHBIM OBLIIO YCIOBHE, YTO OH HE JIOJKEH
coJiepKaTh JTaHHbIE, MPHUHAMISKAIINE OTHOMY JOMEHY
(xax copeBHOBarenbHbele JgaHHbIE GCJ). D10 00yCNOB-
JICHO, BO-TICPBBIX, HEOOXOIUMOCTEIO MOMYYHTh TOYHYIO
OIICHKY M M30eKaTh €€ MCKYCCTBCHHOTO 3aBHIIICHHS 3a
CYeT PEIICHUS ONMHAKOBBIX 33129 OTHUMHE U TEMH XKE aB-
TOPaMH-TIPOTPAMMHUCTAMH, BO-BTOPHIX, BAKHOCTBIO pea-
JIM3AIAN TIOAX0a C BBICOKOM 0000IIaronei crrocooHo-
CTBIO 0€3 MPUBS3KHU K crienuduKe JaHHbIX. Tak Obu10 pe-
meHo chopMupoBaTh COOCTBEHHBIM HaOOp OWMHAPHBIX
KOZIOB TIPOTPaMM.

Hab6op manHBIX OBUT COOpaH IPH MOMOIIN HHTEP-
¢eiica nporpammupoBanus npunoxenus (API) oTkpsr-
toro xoctuHra IT-mpoexro GitHub. B ero cocraB Bo-
IIUT KCXOJTHBIE KOJBI, COOTBETCTBYIONINE TPEOOBAHUSIM:

— s3bIk nporpammuposanus — C u C++;

— JUIMHA KO/Ia HE MEHee 5 CTPOK;

— He MeHee 20 (aiiyoB ¢ HCXOIHBIM KOJIOM B Pero-
3UTOPUSIX aBTOPA;

— BO3MOXKHOCTH KOMITHIIAIUU ¢ momonipio GCC;

— HaJu4ue compoBoauTenbHOro (aiima ¢ mHpOp-
MallMeil 0 HacTpOiKax KOMITUJISALIMH.

OtoOpaHHbIE UCXOMHBIC KOABI OBUTH CKOMITHIIUPO-
BaHbl TPH IOMOIIM KOJUIeKIMK KommuistopoB GNU
(GCC) [19], a 3arem an3acceMONIMpPOBaHbl HHTEPAKTHB-
HbeIM u3accembiiepom (IDA) Pro [20]. TlonpoGuas un-
(dopmanusi 00 UCXOAHBIX U AM3aCCEMOIMPOBAHHBIX KO-
Jlax mpejcTaBieHa B Tao. 1.

Tabnuma 1
Ha6op nannbix GitHub
Hcxonnpie | JIuzaccemOnu-
XapakxTepucTHka
KOJIBI POBaHHbIE KOJIbI
Oobuiee YUCI0 aBTOPOB 167
Ooniee gucno Gaiiao 12 779 5661
Cp. gucno ¢aiinoB aBropa 63 25
Makc. gucino ¢aiiaon 132 51
aBTOpa
MuH. gucino ¢aitnos 20 20
aBTOpa
Cp. UUCIIO CTPOK KOJa 146 1677

Tak Kkak IeJIeBbIM HAIMPABICHUEM MPUMCHCHUS Me-
TOIAWKH SIBIACTCS HH(OpMAIMOHHAs OEe30MacHOCTb,
ObUTO pelieHO chOPMUPOBATH PEIICBAHTHBIA 3TOW TeMa-
THKe HaOOp JaHHBIX. B HEro BOILIM BPEIOHOCHBIC HC-
MOJHSIEMbIC (haiiIbl H3BECTHBIX XaKEPCKUX IPYIITHPOBOK
(puc. 1). laHHBICe OBUIH MTOTyYEHBI HA OCHOBAaHUH OTYe-
TOB OpraHU3alUi, 3aHUMAIOIIUXCS OOECIeYeHHeM KH-
0ep0e30macHOCTH, U AM3aCCeMOIMPOBAHBI aHAJIOTUYHO
nmaaaeM GitHub.

I'pynnuposka
BlackTech

Kimsuky
APT40

Turla

Lazarus

0% 20% 40% 60%
IMponenT Habopa TaHHBIX
Puc. 1. Cratnctuka Habopa JaHHBIX BPEIOHOCHBIX KOJIOB

IIpenBapuTenbHbIe IKCEPUMEHTHI

PanHmMe wuccienoBaHUS, MOCBSIICHHBIE DPEIICHUIO
3a71a41 AECHTH(HUKALNH aBTOPA TN3acCeMOINPOBAaHHOTO
KOZIa TPOTPaMMBI, ITO3BOJIMIIM OLEHUTH BO3MOXXHOCTB
puMeHeHns1 Hanbosee 3(h(HEeKTUBHBIX MOZEIeH, HCXOAS
n3 cMexHbIX pabot [21-23]: rubpunHoit HC (HNN) Ha
OCHOBE apxuTekTyp Inception-vl u JOByHampaBiIeHHBIX
PEKYPPEHTHBIX OJIOKOB, METOAA OIIOPHBIX BEKTOPOB
(SVM) u fastText.

B xauecTBe METPHKHU MPUMEHSIACh TOYHOCTD, pac-
CUMTaHHAS B pe3yibrare mpouenyps! 10-kpaTHOH mepe-
KpecTHO# mpoBepku. O600OIIEHHBIE PE3yNbTaThl IKCIIe-
puUMeHTa ¢ nu3acceMOnupoBaHHEIMH NaHHBIME GitHub
MIPeACTaBICHHI B Ta0IMI. 2.

Tab6anuma 2
Pesyabrarsl 3kcnepumentoB GitHub

UYucno aBTOpoB HNN SVM fastText
2 0,84 0,83 0,91
5 0,78 0,78 0,86
10 0,66 0,62 0,79
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Ha ocHoBaHMM MOJMy4YEHHBIX 3HAYEHUH TOYHOCTHU
ObLIa pacCYUTaHA CTATUCTUYCCKAS 3HAUUMOCTH PE3yiib-
TaroB IpU MOMOIIM HEMapaMEeTPUUECKUX aroCcTepruop-
HbIX TecToB ®Ppuamana u Hemenbu. /s oueHku pas-
HUIBI MEXAY MOJENISMH HCIOJB30BAJICS aroCTepuop-
Helii Tect Hemenwsn. I'paduueckas wuHTEpmperanus
Jemmapa npeacTaBicHa Ha puc. 2, e rpaduk a IeMOH-
CTPHPYET pe3ybTaThl Ul 2 aBTOPOB, O — IS 5 U 6 — I
10 cOOTBETCTBEHHO.

CD CD
— —
1 2 3 1 2 3
fastText J { SVM fastTextJ E SVM
HNN HNN ——
a o
CD
| —
1 2 3
fastText J —HNN
SVM

8
Puc. 2. Pesynbrars! ajis
2 aBTOpOB —a, 5 aBTOpPOB — O, 10 aBTOPOB — 8

Tectsl mokazanu, uto 3¢ pexrusHOCTH HNN 1 SVM
NpUONM3UTENBHO PaBHBI, TaK KaKk pasHUIA MEXIY HX
CpPEeIHUMHU PaHI'AMU MEHbILIE PACUETHOTO 3HAYCHUS KpU-
Tndeckol pasHunpsl (CD). Pesymerar, mnomydeHHBIH
fastText, HamPOTUB, OKA3aJICs 3HAYUMBIM M HECOMOCTa-
BHUMBIM C JIpyTUMH MOJEIIIMH.

Haracer Bexkropuzarop
. [@wIBTp OBICTpOIT

KOppeIsun]

| MHO%eCTBO
{ Hcxomgnasiii T TIPH3HAKOB

KOO ’

[Komnustop GCC]
BexkTopsl
TIPH3HAKOB
CKOMIIHINPOBAHHBIIT
( Koxn } [One-hot
| MeTox] One-hot
[IDA Pro] BEKTOPHI
[CBOW n
Jlm3accemOmipoBaH- Skip-rpam] DOMOeIIHHTH
{ HBIIH KO } ” CII0B

[Hopmanuzarop u
KOHPOBIIIIK |

Emie oaun skcriepuMeHT ObLT BBITIOTHEH HA OCHOBE
Ha0Opa BPEJOHOCHBIX HCIONHICMBIX (hailioB, pa3pado-
TaHHBIX XaKepCKUMH IpynnupoBkaMu. [lomyueHHsle pe-
3yJBTaThl IPECTABICHEI B TAa0M. 3.

Tabnuma 3
Pe3yJbTaThl SKCIIEPHMEHTOB HA BPEIOHOCHBIX KOIAX

Ywuco aBTOpoB HNN SVM fastText
2 0,89 0,9 0,94
3 0,85 0,87 0,9
4 0,82 0,8 0,85
5 0,76 0,74 0,79

Hcxons u3 pesyibTaTtoB MpeABapUTEIbHBIX DKCIIE-
PUMEHTOB, OBLT CIIENIaH BBIBOA 00 0c000it 3h(hekTHBHO-
ctu fastText 1uist uneHTUQUKAMK aBTOpa Tu3acceMOIu-
poBaHHOTO Kozma mporpamMbl. OpjHaKoO NpPHUMEHEHUE
fastText B kauecTBe YHHBEPCAIILHOIO METOA, UCXOS U3
paHHEX padoT [21-23], He MPEeACTABIIOCH BOSMOXKHBIM
n3-3a ero Hu3kod B cpaBHeHNH ¢ HNN s dexTuBHOCTH
JUISL aHAJIN3a UCXOIHBIX KOJIOB IIPOTPaMM.

[IpenBapuTenpHbBIC 3KCIEPHUMEHTHI MTO3BOJIMIN BbI-
JIBUHYTH rUnoTe3y o0 3¢dexkruBHOCTH aHCaMOM KIiac-
cudukaropos, cocrosimero u3 HNN, SVM u fastText,
KaK YHHMBEPCAJIBHOTO METOJA PeLICHMs 3aJadll UICHTH-
(uKaK aBTOpa NPOrpaMMbl Ha OCHOBE MCXOTHOTO WIIN
JI13acCeMOIMPOBAHHOTO KOZA.

YHuBepcajbHas METOUKA HAEHTH(PUKATUH
aBTOPAa NMPOrpaMMBbI 110 €ro MCXOAHBIM WJIH AU3ac-
ceMOJIMPOBAHHBIM KOAAM

HVcxons u3 BEIABHHYTONH Ha OCHOBE NPEABAPUTEIb-
HBIX HKCIICPUMEHTOB THITOTE3bI 00 3(h(EKTUBHOCTH aH-
camOns Kiaccu(UKaTopoB, ObIIa MPEIUIOKEHa yCOBEp-
IIEHCTBOBAHHAS METOJMKA MJICHTU(DHUKAIIN aBTOPa MPO-
rpammsl (puc. 3).

AHcaMOJIb KJTacCU(PUKATOPOB

[Bec
) — ’ _
[SVM] _( Beposraoctn | W1l [Hrentngn
| osvMm Katop]
e - ) F
| McTnaneni
[fast- P [Bec arTOp
Text] BepostrocTn w2]
fastText
[Bec
)
[HNN] _ [ Bepostaocrn | W3l O
HNN
| S

Puc. 3. MeToanka uacHTH()HUKAIIY aBTOpa MPOrpaMMbl Ha ocHOBe ancambist SVM, fastText, HNN

IlepBbIif dTam MOCBAIICH MOJATOTOBKE OOYYArOIINX
JaHHBIX K BeKTOopH3auuu. [ cirydas naeHTH(UKALIH
aBTOpa 10 HMCXOJHOMY Koxy (ailn cpasy nepenaercst B
MOJyJIb BEKTOPH3AaLMK U HE MOJIEKHUT NpenoodpadoTke.
Jast ciydast uaeHTH(UKALUKE aBTOPa MO JU3aCCeMOIIpo-
BaHHOMY KOJy MCXOJHBIH KOJI KOMITMIIUPYETCS C MOMO-
mpto GCC, a 3arem nu3accemonupyercs IDA Pro.

IlosydeHHBI B pe3ynbraTe peBepC-UHKUHUPHUHIA
¢aiin mepenaeTcs B MOAYIb BEKTOPH3ALIHH.

Bropoii aTam 3akirouaeTcst B mpeoOpa3oBaHun 00y-
YaIOIMX JIaHHBIX B BEKTOPHBIN BUA. Kaxkib1il U3 knaccu-
¢uKaTopoB TpeOyeT COOTBETCTBYIOUIMH eMy ¢opmar
BXOJIHBIX JJAHHBIX:
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— SVM npuHAMAaeT Ha BXOJ MHO)KECTBO HOpMAaJIH-
30BaHHBIX U BEKTOPU30BAHHBIX NPU3HAKOB. B kauecTBe
IIPU3HAKOBOT'O MPOCTpaHCTBa 1 SVM HCHONB30BaAIUCH
NaTTepHBI, OMMCAaHHbIE B HCCeN0BaHuH [9].

— HNN paboraeT ¢ TEKCTOM KaK UCXOJHOTO, TaK U
JIM3acceMOIMPOBAaHHOTO Kofa 0e3 Kakoi-nmbo mpenaBa-
putensHO 00paboTku. TekcT B €ro nepBOHaYaILHOM
BUZIE TIEPEAAETCS MPSIMOMY MOCHMBOIBHOMY KOIHPOB-
muKy. [Ipsmoe mocnMBONBHOE KOAWPOBAHHE CO3IACT
BEKTOp M3 255 Hynei u 1 emIuHULIBI Ui KaKIOTO OT-
JETbHO B3STOTO CHMBOJNA TekcTa. lIpm 3TOM enuHHUIA
YCTaHaBIMBACTCS HA IO3UINHU, COOTBETCTBYIOMIEH KOy
CHMBOJIa, COTTIACHO aMEPUKAHCKOMY CTaHIApPTHOMY KOIY
obmena nadopmanueii (ASCII).

— fastText Taxke NMpUHUMAaET Ha BXOX HCXOIHBIC
KOJIbI KaK TekcT. [IpencraBienus cioB (3MOEIIMHTH) CO-
snarotcs fastText aBTOMaTHYECKH TPU TOMOIIU KOAUPO-
BaHUs HENPEpHIBHBIM MenIkoM ciioB (CBOW).

[Mocnenuuit sTam coctout B 0OydeHHH aHCaMOIA
KJIacCHU(UKATOPOB UIS MOCIENYIOMEeH HACHTHDUKALIH
aBropa mporpamMMbl. ONTHMasbHBIE THIIEpIAPAMETPHI
s knaccupukaropoB SVM u HNN Oputn onpeiesieHel
9KCTICPUMEHTAIHHO IPH ITIOMOIIIH KA JHOTO MOUCKA, & IS
fastText wmcronp3oBasach BCTPOEHHAs B HHCTPYMEHT
(YHKIMS aBTOBAIMIAIINH.

st SVM  ucnonb30Baluch  CleAyIoUIe mapa-
METPBI:

— THI — MHOTOKJIACCOBas KJIaCCU(HUKALIHSL;

— aJNropUTM O00YUYEHHMSI — METOJ| ITOCIIE0BaTENILHOI
ONITHMH3AIINH;

— SIIPO — CUTMOUIANIFHOE;

— napamerp peryisipuzanuu C = 1;

— JOMyCTHMEIH yposeHb omOku = 0,00001.

B kauecte mapamerpoB st HNN ObutH BEIOpaHET:

— ¢ynkus ontumuzaun — Adadelta;

— (QyHKuus aktuBayuu — Softmax;

— Qynxkuus npopexusanusi — Dropout(0,2);

— mpoMexyTouHas QyHKIus aktuBanuu — ReLU;

— leaning rate = 1074

— rtho=0,95;

—eps=107".

BonsmmacTBO Mapamerpos fastText mo ymorganuro

OKa3aJIMCh ONTUMAJIbHBIMU:
— learning rate = 0,9;
— threads = 15;
— IrUpdateRate = 5.

I'maBHBIH mpuHOKT pabOTHI aHCAaMOIS COCTOHMT B
MIPUMEHEHUH BECOBBIX KOA(PHUINEHTOB, MpPEACTaBICH-
HBIX Ha CXeMe€ KaK Wi, Wy U W3, K pe3ysprataMm paboTsl
OTAENBHBIX KiIaccuukaTopoB. [ng aHammsa auzaccem-
OIMpOBaHHBIX KOJOB Hambonmemmid Bec (w3 = 0,4) mpu-
cBamBaercs penreHusM fastText kak HambOosee TOUHOTO
knaccudukaropa Ui JTaHHOTO ciydas. s pemeHui,
NIPUHSTBIX JABYMSI APYTMMH KJIacCH(HKATOpaMH, ycTa-
HaBiMBatoTcs paBHble Beca: w1 = 0,3 st SVM u wr = 0,3
it HNN cootBerctBeHHO. TakuM 00pazoM, HauOOIb-
LIyI0 IIEHHOCTh OyAyT IPEACTABIATH BEPOSTHOCTH, IO-
nmyuennsie oT fastText. EquHcTBeHHBIH ciyyaif, koraa pe-
menuneM fastText MmoxHO OymeT mpeHeOpedb, 3TO COBMNA-

nenue B BepositHocTaXx HNN u SVM. Torga ux cymmap-
HbII KoadduirenT cocraBut 0,6 mpoTuB KoddduIreHTa
fastText 0,4.

Jlis aHanmm3a UCXOJHBIX KOJOB MPOTrpaMM HauOomIb-
i Bec npucsauBaetcs peuieHusM HNN (wy = 0,4). A
peuenusiM knaccuduxaropos fastText 1 SVM kak menee
5(Q(EeKTUBHBIM B CIIOXKHBIX CiIydasx IPHCBAHUBAIOTCS
paBHBIE Beca. AHAJIOTHYHO CIYy4al C OWHApHBIMH
xomamu: w3 = 0,3 ms fastText u wi = 0,3 st SVM coot-
BeTCcTBeHHO. [IpMHINT MICHTH(HKAINK aBTOpa MCXOM-
HOTO KOZla TakuM aHCaMOJIEeM aHAJIOTHYEH AaHAJIn3y
JTU3aCCEeMOTMPOBAHHOTO KO/IA.

Anpodanus MeTOTHKHI

Pa3paboranHas MeTonuka Obula anpoOHWpoBaHa Ha
WCXOJHBIX M JN3aCCEMONNPOBAHHBIX KOIAX IPOTPaMM.
DKCIepUMEHTHI ObIIH POBE/ICHBI KaK JIIS IPOCTHIX, TaK
W JIJIS1 CTIOKHBIX CITydaeB MIeHTUHKaIMK aBTopa. Yncno
CIHOPHBIX aBTOPOB JJIsl YaCTH DKCIIEPUMEHTOB OBLIO I10-
BhIlIeHO 10 20. Pesynbrarsl paboThl aHCcaMOIs KilacCu-
(UKaTOPOB [UI aHAIM3a JU3aCCEMOIMPOBAHHBIX KOZOB
IpesCcTaBIeHb! B Ta0I. 4. [l aHann3a UCXOAHBIX KOJOB
B TIPOCTHIX CIy4asx — B TaOM. 5.

Tabnuma 4
Pe3yabTarsl 11 qu3acceMOJIMPOBAHHBIX KOTOB
Yucno daiton 10 20 30
5 aBTOpPOB 0,86 0,9 0,96
10 aBTOpOB 0,85 0,87 0,93
20 aBTOpOB 0,78 0,83 0,86
Tabnuma 5
Pe3ynbTarsl ISl NPOCTHIX HCXOAHBIX KOI0B
UYucno daitos 10 20 30
5 aBTOpOB 0,95 0,97 0,98
10 aBTOpOB 0,93 0,95 0,96
20 aBTOpOB 0,92 0,95 0,96

B pesynbrare mpuMeHeHUs aHCAMOJSI K TH3aCCeM-
OIMPOBAHHBIM KOJaM OBLT MOJIYYEH MPUPOCT B TOYHOCTH
6omnee 0,1 B cpaBHEHHNH ¢ IPUMEHEHHEM KiIacCU(UKATO-
POB MO OTAENBHOCTU. IIpH JOCTATOYHOM KOJIHYECTBE
o0yyaronux (aityioB TOUHOCTH npesbimaet 0,9.

Pe3ynbTarhl, MOdy4eHHBIE aHCAMOIEM IS MCXOA-
HBIX KOZOB, COIMIOCTAaBUMBI C MOJIyY€HHbIMU paHee [23],
T.€. aHCaMOJIb HETaTHBHOTO BIUSHHS HA JaHHBIN CITydait
HE OKa3bIBACT.

[ToMuMO IPOCTHIX CITyYaeB WACHTU(PHUKALINN aBTOPa
HCXOIHOTO KOJIa IIPOTPaMMBbl, BaXKHO IIPOBEPHUTH H CIIOK-
HBbIE, YTOOBI YOCIAHMTHCS B YCTOHYMBOCTH YCOBEPIICH-
CTBOBaHHOW MeToauku. K TakuMm ciydasMm OTHOCATCS
o0dyckamus, cienoBaHre CTaHAAPTaM KOAUPOBAHUSI, KO-
MaH[Has pa3paboTKa W J0OaBIeHHE MCKYCCTBEHHO CTe-
HEPUPOBAHHBIX KOIOB.

B 1abn. 6 mpexcTaBieHs! pe3yIbTaThl HACHTH(HUKA-
UM aBTOpa 00(yCIMPOBaHHOTO MCXOAHOTO Koja. B ka-
gecTBe oOQyckaropa wucmonbs3oBaics AnalyzeC [24].
Iponecc o0dyckamun AnalyzeC npenmnonaraer:

— TOJHOE yJalleHHe KOMMEHTapHEB U MPOOEIIOB;

— no0aBleHHE TICEBIOCIOKHOTO KO/Ia, HE M3MCHS-
oIIero (PYyHKIIMOHAIEHOCTD IPOTPaMMEI;

— JHMPEKTHB MperpoIeccopa;
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— 3aMEHy CTpPOK MIECTHAALATEPUIHBIM HKBHBA-
JICHTOM.

PesynbraThl, moiy4eHHbIE aHcaMmOleM, COIOCTa-
BUMBI C MOJy4eHHbIMU panee [23], T.e. aHcaMONIb Hera-
TUBHOTO BJIUSHUS HA 3TOT CIIy4yail He OKa3bIBaeT.

Tabnuna 6
PesyabTarsl 1151 00(p)ycIMpPOBAHHBIX HCXOAHBIX KOI0B

Yucno daitos 10 20 30
5 aBTOpOB 0,85 0,9 0,91
10 aBTOpOB 0,72 0,78 0,85
20 aBTOpOB 0,64 0,72 0,75

Crnenyroumuii ciaydail — uaeHTH(GHUKAIINSI aBTOpa UC-
XOZHOTO KOZIa, HAIIMCAaHHOTO KOMaHJ0# pa3pabOTYUKOB.
B 3TOM ciyuae mpoOrpaMMHUCTBI UCHONB3YIOT CHCTEMY
ynpasinenus Bepcusmu (GitLab, GitHub) u ¢ukcupytor
HM3MEHEHHUS B PEIIO3UTOPUH IIPOCKTA C TOMOIIBI0 KOMMU-
TOB. VICXOAHBIA KOJI OJTHOM IpOrpamMMbl MOXKET COAEp-
XKaTh TPHU3HAKU cpa3y HECKOJIBKHX aBTOpoB. IlosTomy
BO3MOYKHOCTb YCTAHOBJICHHS aBTOPCTBa Ha OCHOBAHUH
KOMMHTOB 0COOCHHO BaX<Ha.

Wudopmanus 0 KOMMHUTaX, UX COICPKUMOM H aBTO-
pax OblIa moydeHa B rpoiecce coopa JaHHBIX MPH HO-
ot API GitHub. B Tabmn. 7 mpencraBieHsI pe3yIbTaThl
uAeHTH(HUKALUH aBTOPa UCXOAHOTO KoJia, c(hOpMUPOBaH-
HOTO U3 KOMMHUTOB. IIpupocT TOYHOCTH, NOTY4YEHHBIN
aHcaMmOiieM Kiaccu(pUKaTopoB BMeCTO oTaesbHoi HNN
[23], coctraBun B cpeanem 0,03.

Taonuma 7
Pe3yabTarsl 1J1si 06()yCIMPOBAHHBIX HCXOTHBIX KOI0B

UYncno daitnos 10 20 30
5 aBTOpOB 0,89 0,94 0,97
10 aBTOpOB 0,86 0,91 0,94
20 aBTOpOB 0,83 0,87 0,91

CrnydJaii, BBI3BaBIINH HAMOOJBIIUE CIOXHOCTH B
paHHUX UCCIIEIOBAHUAX, 3aKITIOUAETCSl B UCTIOIh30BAHUH
HCXOJTHOTO KOJIa, HAIIMCAHHOTO B COOTBETCTBUU CO CTaH-
napramMu koaupoBaHus (tabm. 8). Takod Kom muimercs
pa3paboT4uKaMH C IIeNIbI0 YIPOIICHUS TMOIACPKKH, a
TaKKe YAYUIICHHS YUTA0CIHLHOCTH KOJIA, HO CBOIUT K
MUHIMYMY YHHUKaJIbHBIE TIPU3HAKH aBTOPa-IpOTrpaMMHU-
cra. 1)1 OIeHKH MCITOJIb30BaTNCh UCXOAHBIE KO Linux
Kernel [25], narmucannsle Ha C/C++, B COOTBETCTBHH C
OOIICTIPUHATEIMU cTaHAapTaMu. i1 JaHHOTO ciydas
TakKe OBLI MOJTYYCH MPHUPOCT, COCTABUBIINIA B CPEITHEM
0,03, B cpaBHeHuM ¢ ucnonb3zoBanueM HNN B oTnenbHO-
cti [23].

Tabnuma 8
Pe3yabTarhl 1151 HCXOAHBIX KOOB, HAIMMCAHHBIX
10 CTAHAAPTAM KOTHPOBAHUS

Harine dueno 5600 17000 |10 000

cTaHmapra ¢aiinos
be3 cranmapToB 10 0,76 0,83 0,89
Co crarmapTamMu 0,42 0,48 0,62
be3 crangapros 20 0,92 0,95 0,96
Co crargapTamMu 0,69 0,76 0,83
be3 cranmapToB 30 0,95 0,97 0,98
Co crangapramu 0,75 0,84 0,89

Ilocneqnuit cnoXKHbIN Ciy4daidl BBI3BAaH POCTOM IIO-
MyJSIPHOCTH Mojieneli cemeiictBa Generative Pre-trained
Transformer (GPT) u ux 3¢peKTUBHOCTBIO ISl TeHepa-
LM MCXOAHBIX KOIOB MPOrpaMM. DKCIEPHUMEHTHI ObLIH
MPOBEIEHBI 1151 HanOoJiee CI0KHOTO CIy4asi aHaJIu3a Uc-
KyCCTBEHHO CI€HEPHPOBAHHOTO KOJa — pa3rpaHHYCHUE
ABTOPCTBA MY Pa3HBIMU T€HEPATUBHBIMU MOJICIISIMH —
GPT-3, GPT-2 u RuGPT-3 (tabn. 9). B nanHoM ciygae
UCIIONB30BaHUE aHCaMOIIs OKa3aJio IOJIOKUTEIILHOE BIIU-
STHHE ¥ JaJI0 MpHUpocT B TodHOCTH Oomnee 0,07 B cpaBHe-
Hur ¢ HNN o otnensHOCTH [23].

Tabnuma 9
Pe3ysbTaThl LI HCKYCCTBEHHO-CT€HEPHPOBAHHBIX KO/10B
10 daiinoB 20 daiinoB 30 daitnos
0,86 0,9 0,94

Jaist Toro 4ToOBl YOEIUTBCS B TOM, YTO YCOBEPIICH-
CTBOBaHHAasl METO/IMKA HE BHOCUT HEraTUBHOTO 3(ddekra
B CJIOKHBIX CIIy4asX B CPAaBHEHUH C IIPOCTHIMH, OBIJIO pe-
IIEHO TpOBecTH T-TecT A MapHHIX BBIOOPOK. Ero
CMBICIT 3aKIIFOYaeTCs B TIOMAPHOM CPAaBHCHHHU pe3yibTa-
TOB TEPEKPECTHOW TPOBEPKU B IMPOCTHIX U CIOKHBIX
CIIy4Jasx U OIeHKe p-3HAYCHUS TS KaKIOTO U3 HUX B OT-
nensHOCTH. HyneBasi rumoTesa, cOCTOSIIas B TOM, YTO
pa3HHIA HE ABJISIETCS CTaTUCTUYECKH 3HAUUMOMH, IPUHU-
MaeTcs pu p-3HaueHusx cBbiiie 0,05. AnbrepHaTUBHAS
TUIIOTEe3a MPEATNoaraeT KpUTHUECKYIO TOTePI0 B TOYHO-
ctu. Urak, 11 napsl pe3yabTaToB «IIPOCTOM UCXOAHBIN
KO/» — «00(YCIMPOBaHHBIN NCXOIHBIH KO/ p-3HAYCHUE
coctaBmio 2,35. Jlnsg mapsl «IpOCTOi HCXOTHBIN KOa» —
«xkoMmu™» — 0,06. {1 mapbl «IIpoCcTON UCXOTHBINA KOI» —
HMCKYCCTBEHHO CTCHEPHPOBAHHBIH HCXONHBIA KOI» —
0,88. M nns mapbl «IIpoCTOMl MCXOAHBIA KOM» — «KOM,
HalMCaHHbIM MO cTaHIapTaM kogupoBaHus» — 1,83. Hu
OJTHA W3 Tap He Jaiia pe3yabraTta Hike rpaHuisl B 0,05,
T.€. pa3HHIAa B TOYHOCTH MKy IPOCTHIMH ¥ CIIOKHBIMHU
CITy4asiMU KPUTHUYECKOI HE ABISETCS.

Taxoke OBIT MPOBEACH PSJ IKCIIEPUMEHTOB, YTOOBI
YIAOCTOBEPHUTHCS, YTO YCOBEPIICHCTBOBAHHAS METOIUKA
HE yCTymaeT B TOYHOCTH aHaJoraM, pa3pabOTaHHBIM
JIpyTUMH UccienoBaTensiMu. Tak Kak B OOIBIIMHCTBE pa-
0OT U OIICHKW CBOMX IIOAXOIOB OHH HCIOJH30BAJH
Habop manHbIX GCJ, OBLIO pemIeHo MPOBECTH JOIOIHHU-
TENbHBIC JKCIICPUMEHTHI 0 aHaNU3y Au3acceMOnmpo-
BaHHBIX KOJOB C ITOMOIIBIO YCOBEPIICHCTBOBAHHOM Me-
tomuku. B Habop Obutn BritoueHb! qanaeie GCJ 2009 u
2010 nnst Gostee 0OBEKTHBHOTO CpaBHEHMS. MeTpHKU H
YHCIO aBTOPOB OBUTH B3ATHl B COOTBETCTBUH C YKa3aH-
HBIMH B cTaTbsiX. CleayeT OTMETHTh, YTO B OHOW U3 pa-
60T ObUTA CTIONB30BaHA OTIMYHAS OT TOYHOCTH METPHKA
saddexruBHOCTH [15]. Merpuka FO0,5, npumensemas aB-
TOpaMH, PACCUNTHIBACTCS KaK

FO,5- 1,25%(precisionxrecall)

0,25%(precision+recall) M)

Pe3yspTaThl JaHHBIX 3KCIEPUMEHTOB IIPUBEACHHI B
tabn. 10. M3 Tabnumpl BUJHO, YTO yCOBEPIICHCTBOBAH-
Hasti METOJIMKA Ha OCHOBE aHCaMOJIsl KITacCU()UKaTOPOB He
yCTyIlaeT MeTo/aM, IpeIUIoKEHHBIM APYTUMH HCCIe0-
BareJsiMM paHee. B wactu ciydaeB aHcamOnb mpoje-
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MOHCTPHPOBAJl 3HAYUTEIBHBI MPUPOCT B TOYHOCTH.
Kpome Toro, nonyueHnsie ancamb6iaem Ha GCJ pe3syinb-
TaThl OKa3aJMCh JIyylle moiydeHHbXx Ha GitHub. Oto
0OBSICHAETCS TEM, YTO OIICHKA TOYHOCTH KJIaCCU(HKATO-
poB Ha nanHbIx GCJ He sBIsIeTCS 10CTAaTOYHO OOBEKTUB-
HOH n3-3a ux creruduku. Takue TaHHBIE SBISIOTCS Of-
HOPOIHBIMH M TIO3BOJIAIOT KIIACCU(PHUKATOPY COCPENOTO-

YHUTHCS TOJNBKO Ha aBTOPCKUX IPU3HAKAX, UTHOPHPYS
(bYHKIIHOHAIBHBIC OTIMYHUS MPOTPAMM U UX CIELUHKY.
B ornune ot GCJ, Habop nanneix GitHub coctout u3
HEOHOPOJHBIX AaHHBIX (Pa3HBIi OMBIT IPOrPAMMUCTOB
u MHOrooOpasue pemiaeMbIX 3ajad), a 3KCIEePHUMEHTHI
MOZEIUPYIOT pEIleHHE pealbHBIX 3a7ad. JTO JeslaeT
OIICHKY 0Oosiee 0OBECKTUBHOM.

Tab6mnuma 10

PeSy.]Il)TaTLl JJIS1 UCXOAHBIX KOI0B, HAITMCAHHBIX 10 CTAHAAPTAM KOAMPOBAHUSA

Pabora Uucno aBropoB| MeTtpuka Pesynbrar aBropoB | Hami pesynsrar | Pasuuna B 3 (hEKTHBHOCTH
5 F0,5 0,8 0,96 +0,16
Alrabaee S. [17] 10 F0,5 0,76 0,93 +0,17
20 F0,5 0,71 0,88 +0,17
5 TounocTh 0,93 0,97 + 0,04
Rosenblum N. [9] 20 TourocTs 0,77 0,87 10,1
3 TouHOCTH 0,93 0,99 + 0,06
Alrabaee S. [19] 5 TouHoCTH 0,9 0,97 +0,07
7 TounocTh 0,82 0,96 +0,14
3akioueHune Jlumepamypa

CoracHO TONYYEHHBIM pe3yibTaTaM, HCXOIHYIO
Mmetonuky Ha ocHoBe HNN ynmanock ycoBepilueHCTBO-
BaTh, AJANTHPOBAB IO]] aHAJIU3 AU3aCCEMOIMPOBAHHBIX
KOZIOB ITPOTpaMM, U CAETATh YHUBEpCaIbHOE PEIICHNE Ha
OCHOBE aHCaMOJIsI KJTaCCH(UKATOPOB.

Hcxonst W3 TpoOBENEHHBIX HCCICIOBAHUN, MOXKHO
BEIJICIUTH CIICIYIONIUE TPEUMYIIECTBA METOIUKH:

1. YHuBepcambHOCTb. BO3MOXHOCTBH OIpeneisaTh
aBTOpa KaK OMHAPHOTO, TaK ¥ HCXOAHOTO KOJIa HA OCHOBE
TEKCTa NMPOrpaMMBbI U BBIJICIEHHBIX IPU3HAKOB.

2. DddextuBHOCTh. TOYHOCTH METONWKH HE3ABU-
CHUMO OT CJIOKHOCTH 3aJaudl U CHEIH(PUKH JaHHBIX BO
Bcex JKcmepuMeHTax mnpesbimaer 0,85. Drtoro mocra-
TOYHO JJISI MCIOJB30BAHUS METOAMKH NPU PEIICHUU
MPAKTUYECKUX 3a/1a4.

3. He3aBUCHMOCTBh OT OCIOXHSIOIUX (HaKTOPOB.
Mertoauka ycToidrBa Kak K IpeIHaMepeHHBIM (00dyc-
Kalus, CTaHIApThl KOIWPOBAHWS, KOMaHIHAs pa3pa-
00TKa, HCKyCCTBEHHAsI TSHEPAIHsl), TAK M K HEMpeIHaMe-
PEHHBIM (M3MEHECHHS B CTHJIC, CBS3aHHBIC C yBEIHYeE-
HHEM OIBITa M TOBBIIICHHEM KBaJIH(UKAIIUN IPOrpaM-
MHCTa) UCKKEHUSAM KOJIa IIPOTPaMMBI.

K orpaHn4eHusM METOIWKH, a TaKKe BO3MOXKHO-
CTSIM €€ JaJIbHEHIIero COBEPIIEHCTBOBAHUSA MOXHO OT-
HECTH CJIeyIOIUe acleKThl. Bo-epBhIX, 11 JOCTIKE-
HUS BBICOKOH TOYHOCTH MACHTH(HKAIINK aBTOpa an3ac-
ceMOIIMPOBAaHHOTO KOJia MPOorpamMmMa JI0JbKHa OBITh Tpet-
BapuTeIbHO Ae00(ycunpoBaHa, TaK Kak JaXe MHUHH-
MaJlbHass 00(QycKanys CyIIECTBEHHO CHIDKaeT 3(pdex-
TUBHOCTb METOJHMKH. BO-BTOpBIX, pe3ynbTaThl Hampsi-
MYIO 3aBUCST OT KOJINYECTBA aBTOPOB 1 00YUAIOIIHNX JaH-
HBIX Ha KaXJ0To aBTopa. [Ipm yBemmueHny 9ucia aBTo-
POB MJIM HEXBaTKe YHMCJIa OOYYAIOIINUX SK3EMILISIPOB d(-
(DEeKTHBHOCTH CHCTEMBI CHM)KAETCSl.

Jlannas paboTa BeITIOTHEHA MTPH (PMHAHCOBOW TOJ-
JepkKe MUHHCTEpPCTBAa HAyKU M BBICIIETO 00Pa30BaHUSA
P® B pamkax 6a30Boii 4aCcTH TOCYIaPCTBEHHOTO 3aIaHUS
TYCVYPa na 2023-2025 rr. (npoextr Ne FEWM-2023-
0015).
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Development of a methodology for identifying

the authorship of binary and disassembled program
codes based on an ensemble of modern natural language
processing methods

This article is part of a series of studies aimed at solving prob-
lems of identifying the authorship of source code. The analysis
of binary or disassembled code is a critical task in information
security, software development, and computer forensics due to
the need to protect intellectual property and copyright, as well
as to identify the authors of malware. Any program is a machine
code that can be disassembled (converted into text in assembly
language) using specialized tools and analyzed for authorship
by analogy with text in natural language. To solve this problem,
the article proposes a technique based on the fastText ensemble,
support vector machine (SVM) and the author-developed hy-
brid neural network. The proposed methodology was evaluated
on source codes in C and C++ languages, collected from the
GitHub and Google Code Jam platforms, compiled into execut-
able files and disassembled using reverse engineering tools. The
average accuracy of identifying the author of disassembled
code using the proposed method was more than 0.9. The tech-
nique was also tested on source codes, resulting in an average
accuracy of 0.96 in simple cases and more than 0.85 in complex
cases (obfuscation, coding standards, etc.).

Keywords: source code, machine learning, author, neural net-
works, ensemble, disassembler.
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