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®yHKUMOHaNbHbIE MOAENN NPOLLECCOB peanu3auum yrpos yTeyku
MHcpopMaLMK 3a cHET NOOOYHbIX INEKTPOMArHUTHbIX U3NYYEHUHN

06beKkToB MHhopmaTU3auum

PaccmarpuBaeTcs HoAXo K MOCTPOEHHIO (DYHKLIIMOHATIBHBIX MOAENEH MPOLECCOB Pealn3alii yrpo3 yTeuku HHpopMa-
UM 32 c4eT TOOOYHBIX 3JIEKTPOMArHUTHBIX H3Iy4eHHI PaIHOIEKTPOHHBIX YCTPOUCTB 00BEKTOB HH(OPMATH3ALHH, OC-
HOBAHHBIH Ha cTpaTH(HUIMPOBAHHOM NPEACTABICHUHN TAKUX MPOLIECCOB, OTPAXKAIOLIEM CBA3b MEXY NCHCTBUAMH Hapy-
HIUTENIS, BBIIOJIHACMBIMU Ha Pa3HbIX CTpaTax ONMCAHUS B BUJE COBOKYIHOCTH JeiiCTBUH, COOTBETCTBYIOIUX KaXXIOMY
13 BO3MOXKHBIX BAPUAHTOB PeaJln3alliy IPOLIECCOB pacCMaTpUBaeMOro TUIIA.

KmioueBsbie ciioBa: cBoiicTBa nH(pOpMaIyy, IEHHOCTh HHPOPMAINN, TEXHHIECKHH KaHal yTedKH HH(OPMAIUH, dJIeK-
TPUYECKHE XaPaKTEPUCTUKH PaIHO3IEKTPOHHBIX YCTPOICTB, ITOOOYHBIE JIEKTPOMarHUTHBIC U3ITy4eHUsI, YCIOBHS COTJIa-

COBaHMsI Pa3HOPOJHBIX XapaKTEPUCTUK.
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O6wekr mHpopMarm3ammu (OM) — 3TO COBOKYII-
HOCTh MH(OPMAIIMOHHBIX PECYPCOB, CPEICTB M CHUCTEM
00paboTKH WH(POPMAIUK, HCIONB3YEMbIX B COOTBET-
CTBHM C 33laHHOI MH(OPMAIIMOHHOW TEXHOJOTHEH, a
TaKXKe CPEJCTB UX 00CCICUCHUs, TOMCIICHUI W 00b-
€KTOB (3aHUH, COOPYXKEHUH, TEXHUYECKUX CPE/CTB), B
KOTOPBIX 3TH CPEICTBAa M CHUCTEMbI YCTAHOBICHBI, WU
MIOMENICHUH ¥ O0BEKTOB, NMPEAHA3HAYECHHBIX I Bee-
HUS KOHQHUICHIINATBHBIX TIeperoBopoB [1].

HUcnonp3oBanue OU paccmarpuBaeMoro Tuma B pas-
JMYHBIX cepax NeITebHOCTH NP 00eCTIedeHNH B3au-
MOZEHCTBUS OpraHM3aALUH, IPEANPHUATHH, a TAKXKE Opra-
HHU3alUil TOCYIapCTBEHHOTO CEKTOpa ITO3BOJISIET 3HAYH-
TEJILHO MOBBICUTH 3()(HEKTUBHOCTD AEATEIBHOCTH ITHUX
opranuzaruil. [1o pemaemsIiM 3a1a4aM U BBITOTHIEMbIM
¢bynxumsam OU opranuzanuii rocynapcTBEHHOTO CEKTOPA
HUMEIOT Psill 0COOEHHOCTEH, O0YCIIOBIEHHBIX B IIEPBYIO
ouepenb TeM, YTO Ha 3TUX 00BeKTax oOpabaThIBaeTCs U
nepenaercsi MHGQOPMAIHS TOCYJapCTBEHHOTO 3HAYEHUS,
ToATIeXxalas 3alyTe oT Yrpo3 HapylleHus ee Oe3orac-
HOcTH. B kauecTBe OCHOBHBIX (hakTOpPOB, 0OYCIIOBIHBA-
IOMINX BO3MOXKHOCTH pealiM3alliil 3THX yIpo3, CIEAyeT
OTMETHUTD UCTIONB30BaHUE ISl peasii3annuil nHPopManu-
OHHBIX MPOIIECCOB 10 00paboTKe M nepenade MHHopMa-
uun Ha OY curHanoB pa3nudHon GU3NIeCKON TPUPOIBI.
Kpowme Toro, npumenenue B cTpykrype OU TexHIuecKkux
cpenctB (TC) Ha OCHOBE Pa3IMYHOTO POJia PaUOdIIEK-
TPOHHBIX ycTporcTB (PDOVY) oOycrnoBnuBaeT U3IIydeHUS
CUTHAJIOB, GYHKIIMOHAIBHO npucynue 3tuM TC, a Takxke
moOoYHkIe dNIeKTpoMarauTHeie uanydeHus (IIOMUN) ane-
MmeHToB 3tux TC u [I9MU, MonynupoBaHHbIe HHPOPMA-
TUBHBIM CHT'HAJIOM, COTIPOBOXaroniuM padorty POV [1].

VYka3aHHble 0cOOEHHOCTH 00paboTKH HHpOPMAIIUU
Ha OW 00yclOBIMBAIOT ONpEIEICHHYIO HaIpaBiIeH-
HOCTB yrpo3 ee 0e30acHOCTH Ha IPOTHBOIPABHbIE JACH-
CTBUSI 10 peaNn3alii TEXHUIECKUX KaHAJIOB YTEUKHU WH-
¢dopmammu (TKYN) 3a cuer IIDMU POY O u npume-
HEHHe Mep 3aIlUTHl, YIUTHIBAIOMINX TUHAMUKY yKa3aH-
HBIX JCHCTBHIA.

JlnHamuKa npOTUBOINPABHBIX ACUCTBUM 3aKIIIOUa-
€TCS B CIICAYIOIIEM.

Bri6op POV B cocrae TC OU ocymiecTBisieTcs B
Ipoliecce MPOEKTUPOBaHUA U pa3pabOTKU 0OBEeKTa (J10
HayaJla 3KCIUTyaTalluy) ¢ Y4eTOM ero Ha3HaueHHs, BUAa
oOpabaTbiBaeMoOil (mojyiexalei mnepenade) uHpoOpMa-
LUK TIpU 00ECIIEUeHUU CBOMCTB, XapaKTepH3yIOLIUX €e
LIEHHOCTH JJIS JISTUTUMHBIX II0JIb30BaTeNe, kak obecrie-
YHBAIOIIETO pecypca UxX AesTeabHOCTH [2]. Peanu3zarms
TIPOIIECCOB 0OPa0OTKY M Tiepeaur HHpOpMAIHH (1anee —
nHpopmarnoHHbIX nporeccos (UIIp)) va OU ocymecTs-
JsIeTCs TTOCIie BBO/IA 00BEKTA B SKCILTyaTanuio. [Ipu aTom
BPEMEHHBIC XapaKTCPUCTHKH PEATTM3aLUH 3THX IPOIEeC-
coB (Ha4ayo, MPOIODKUTEIFHOCTh, OKOHYAHHE) HOCST
CIIy4YailHbIN XapakTep.

B cooTBeTcTBHU C OIpeneneHIEeM, IPUBEACHHBIM B
[3], TKYH BxiIro9aeT UCTOYHUK (JAaTUYUK) HHPOPMALIUU
(AN), cpemy pacmpocTpaHeHHS HH()OPMATHBHOTO CHI-
HaJla ¥ pa3Be/IbIBAaTeNIbHBIN IPHEMHUK, KaK TEXHHUECKOe
cpencto passenku (TCP). [Tpu stom JIW n yacTs cpeast
pacrpocTpaHeHust HHYOPMATUBHOTO CHUTHAJIa PacIosia-
rafloTcs B Tpeaenax KoHTpomupyemoit 30HE (K3) OU.
Ocranbuble s5nemMenTsl TKYUW MoryT pacnonaratbcs Kak
3a npeaenamu K3, tak u B cMexHbIX ¢ OU nomerneHusax
B nipeenax obmeit K3 [4]. B ycnoBusx HeompeaeneHHO-
CTH OTHOCHTENBHO Xapakrepuctuk WUllp B mporecce pe-
anmn3zanuu TKYU HapymmireneM ocyniecTBIseTcs BEIOOD
TCP u mecTa ero mpuUMEHEHHs C HENbI0 00ecTIeueHUs
CBOWCTB MepexBaThIBaeMOM HH(POPMAIINH, XapaKTEPU3Y-
IOIINX €€ [EHHOCTh JJIsl HApYIIUTEN U YIOBIETBOPSIO-
IIUX €r0 TPEOOBAHMAM.

Jlo HacTosmero BpeMEeHU OMHCATEeNBHBIE MOJCIH
npoueccoB peanuzauun TKYU, Bo3HHKarOIIMX 32 cUET
II5MU POV TC OU B ycnoBusix ITMHAMHMKH UX peanu3a-
MM HapyLIUTEJIeM, HE pa3pabaThlBavCh. YKa3aHHbIE
00CTOSATENILCTBA TPAKTHYECKH HCKIIOYAI0T BO3MOXK-
HOCTb y4eTa 3TOW ANHAMUKH IPH 00ECIICUCHUHN 3aIUTHI
napopmanmu Ha OU, 9TO MPHUBOIUT K MUCKAKEHHIO pe-
3yJIbTaTOB OLIEHKU €€ 3aIHIICHHOCTH OT YTEUKH. DTO
00yCTIOBICHO OOJBIIMM KOJWYECTBOM ITOJIEIKAIINX
y4eTy XapaKTepUCTHK CUTHAJIOB KaK MaTepHUaTbHBIX HO-
cutenerr napopmanuu B npeaenax OW u B8 TKYHU, xa-
pakTtepuctuk POV, ncnons3yemsix i1 00paboTKu U me-
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penaun >Tux curHanos Ha OU, ycnoBuil cormacoBaHUs
9THX XapaKTEPHCTHK M CIIOXHOCThIO MX BepOabHOTO
onucanud. KpoMme Toro, B uHTEpecax KOJIMYECTBEHHOU
OILIEHKH 3aIIUIIEHHOCTH HHPOPMAIINU OT YTEUKH BO3HHU-
KaeT HeoOXOIMMOCTh (hOPMHUPOBAHMSA B paMKaxX TaKHUX
MOJ€eNel NCXOMHBIX AaHHBIX, XapaKTEePU3yIONINX TIHA-
MuKy peanmzanuu Takux TKYU. Oto, B cBoto odepens,
00ycTIOBIMBAaEeT HEOOXOMUMOCTHh Pa3padOTKH COOTBET-
CTBYIOIIUX (DOPMAJIM30BaHHBIX (DYHKIIHOHAIBHBIX MOJIC-
neii UlIp xak o0beKTa 3alIMTHI U TpOLecca peai3alum
TKVYHU paccMmatpuBaeMoro THma.

OO0mee onucaHue yrpo3 yreuku nHgopManun
N0 TeXHHYeCKUM KaHaJjiaM 3a cuetr [IDMHU POY OU

VYrpo3sl yreukn HHGOPMALUH 110 TEXHUYECKUM Ka-
Hanam 3a cdet [IDMU POY OU — 310 yrpo3sr Ge3omac-
HOCTH MH(OpPMAINH, CBSI3aHHBIC C pealu3anueii Hapy-
mmresreM TKYU, Bo3aukaromux 3a cyet IIOMU POV B
cocrase TC ON.

PaccmoTpum anementsl onucanus TKYU paccmar-
PHBaEMOTO THIIA.

K OCHOBHBIM 371e€MEHTaM OIHCAaHMS TAaKOro poja
TKYU otnocstcs: POV B coctaBe TC OU, ucnomnszye-
Mble B kauecTBe /1M (ncrounuka nH(GOpPMAIMU B CTPYK-
type TKYWN), BO3ayImHAsA cpena pacnpoCTpaHEHUs HH-
(OpPMaTUBHOTO CHTHaja W pa3BelbIBaTElIbHBIC PaJHO-
npuemunku (PPI).

B cocraBe TC na OU pyst peanuzanuu Ul Ip npume-
HstoTCs pasnuanaeie POY. [Ipu 3ToM B memsax obecrieue-
HUS CBOMCTB 00pabaThIiBaeMoii (TiepenaBaeMoii) HHpOp-
Maluy, XapaKTepU3yIOMNX €€ HEHHOCTh AJS JIETUTHM-
HBIX I10JIb30BATENCH U YIOBIETBOPSIOMINX TPEOOBAHUAM
obecrieunBaemMoil nesitenbHOCTH, Ha OW (dopmupyercs
HEKOTOpasi TPAaeKTOPHs, BKIIIOYAIOIIas pa3nu4Heie POY
[5, 6]. Kaxmoe POV B 310 TpaekTOpuH ABISETCA HCTOY-
HukoM [IOMU mmpoxoro wactoTHOro auamasoHa. Kak
OTMEUYEHO B [7], XapakTep 3THX H3JIy4eHHH OIpenens-
€TCsI Ha3HAYCHHEM, CXEMHBIMU PEIICHUSIMH, MOIIHO-
CTBIO, MaTeprUaJlaMHi ¥ KOHCTPYKIMEH ycrpoiicTsa. [Ipu
MIPOXOXICHNH NH()OPMALIMOHHBIX CHUTHAJIOB uepe3 POY
OU no BeIOpaHHO# TpaekTopur Bo3HUKAOT [I9MMU sTix
PDY, momynmupoBanHbIE HH()OPMATHBHBIM (OITACHBIM)
CUTHAJIOM, KOTOPBIE MOTYT OBITh MCIOJIb30BAaHbI B Kade-
CTBE MaTrepUajbHbIX HOCHUTEIEH IepexBaTblBAEMOMN
HapymuteneM npu nomoinu PPIT undopmanmu no Bos-
HuKaromemy mmpu 3tom TKYU [8, 9].

B cBs3u ¢ ocobeHHOCTSIMH (YHKIIMOHUPOBaHHS
OU, 06ycI0BICHHBIMHU Pa3HOOOPa3HeM HOMEHKJIATYPhI H
pazHopoaHocTeio PDY, ncnomszyembx B coctaBe TC
OMH, a Taxxe HaJIMYHEM MHOTO(AKTOPHBIX B3aHMMOCBS-
3ei Mexy 3tumu POV y HapymuTens nosBusercs Bo3-
MOXKHOCTb peanu3anuu MHoxecTBa Takux TKYHU, nme-
IOIINX Pa3IMYHbIe Xapakrepuctuku [8]. JlanHoe obcTos-
TENbCTBO CBS3aHO, C OJHOM CTOPOHBI, C OTCYTCTBUEM Y

HapyIINTEIs BO3MOXXHOCTH KakKoro-JTMOO BIMSHHS Ha
CTPYKTYpy W ycnoBusi ¢yHkumoHupoBanusi OU u nx
PDY, ¢ npyroit CTOPOHBI, C OTCYTCTBHEM Y JIETUTUMHBIX
nonp3oBateneit OMl BO3MOXKHOCTH OIIpeneNieHus JIei-
CTBUH HapywmuTens B npouecce peanusanuu TKY .

Hapymmrens npy BBIIOJIHEHUU 3TUX AEUCTBUH py-
KOBOZICTBYETCSI MPUHIMIIAMHA BEJCHUS TEXHUIECKON pa3-
Beaku (TP), npuBenenasvmu B [7].

B cBs3u ¢ Tem, uTo mepenada MHGOPMALUKU MO OC-
HOBHOMY KaHaJly CBSI3U MEX]y JISTUTUMHBIMH MOJIb30Ba-
TeNIMHU OTPaHUYEHA BO BPEMEHH, JUIS HEro BaXKHOE 3Ha-
YeHUe UMeeT peau3alys IPUHIIUIA ONepaTUBHOCTH Be-
nenus TP, npennonararomero AMHaAMHUYHOCTh TIpoLiecca
peanu3aluM IepexBaTa W JOCTaBKM WH(OpMaLuHu B
eHTp ee coopa u obpadotku. [Tpu 3Tom Benenne TP mo-
JKET OCYIIECTBILITBCS C Yy4E€TOM JUHAMUKH M3MCHEHUS
00CTaHOBKH, CBSI3aHHOU ¢ mpuMeHeHneM Ha OU mep 3a-
IXTH HHPOPMALINH 1 Pa3INIHBIMH YCIOBUSIMU PacIpo-
CTpaHeHHs HH()OPMATHBHBIX CHUTHAJIOB.

B crpykrype TKYU POV B cocrae TC OU uc-
MOJIB3YIOTCS B KauecTBe (pr3nueckux npeodpasoBareieii.
3HaHue (PU3MYECKUX TPUHLHUIIOB JEHCTBUS TAKOTO poja
npeoOpa3zoBareneii HO3BOJISIET penlaTh 3a1a4y onpeelie-
HUSI XapaKTEPUCTHK MOOOYHBIX (HPU3UUECKUX IOJIeH, 00-
pasyromux TKYH, u cormacoBaHus XapaKTepUCTHK ITHX
nonedt ¢ xapakrepuctukamu PPII, ucnonezyembIx ams
nepexsara HH(GpOPMATHBHBIX CUTHAJIOB.

Jns peannzanmu mpomnecca mepexsara HWHPOpMa-
un ([IpIT) mo TKYU HapymmTeno HeoOX0IuMO yIu-
THIBaTh CBeIcHUs 00 oOpadareiBaeMoit Ha OU mHpOpMa-
MM, O CTPYKTYPE U 3aKOHOMEPHOCTSIX (pyHKIIMOHMPOBa-
Hust TC o0bekTa, 00 UCHONIB3YEMBIX CXEMHBIX M TEXHO-
JIOTHYECKUX PEIICHHUIX, 0 METO/aX, crocobax U Mepax
3amuThl HHpopMmanuu. C y4yeToM 3THX CBEIEHHH OCy-
IIECTBISIETCS BBIOOP MecTa PACHONIOKEHHS, THII U pe-
xuMbI paboTs! PPII B niensax ob6ecnedenus TpeGOBaHMI K
CBOMCTBaM IepexBaThiBaeMoi HH(POPMAIHH.

Crenyer OTMETHTh Ba)KHBIE OOCTOSATENIBCTBA, CBSI-
3aHHBIE C Pa3HOPOIHOCTHIO 0O0pabarsiBaemoii Ha OU nH-
dbopManny, pa3THIUsIMU XapaKTePUCTHK HCIIONb3yeMbIX
s 3tux nene POV B cocraBe TC, a Takike HX B3anMMO-
cBs3sIMH B cTpykType OU, oOycioBnuBaroniue pasimd-
HBIE yCIIOBUS pacnpoctpanenus [IDMU [10-12].

Kak noxkasano B [8], TKYH Moxet ObITh npeicTaB-
JIEH B BUJIE TUIIOBOM PaIMOTEXHUYECKON CUCTEMBL, IIPE-
CTaBJICHHOHN Ha pHC. 1, IIe UCTIONB3YIOTCS CIETYIONINe
o6o3nagenus: JIU u I — nar4yuk u nomydaTens nHPOP-
Mmaruy; [IpY u OIlpY — mpeoGpasytomiee u obparHoe
npeobOpasytomee ycrpoiictsa; [IP/l u [TPM — nepenato-
uiee 1 npueMHoe ycrpoiictea; ADY 1Pl u A®Y I1PM —
nepenaroniee 1 MpueMHOE aHTEHHO-(DHUAEPHBIE YCTPOK-
crBa; BC — Bo3aymHas cpena pacrpocTpaneHus HHpop-
MaTuBHOrO curHana [13].

Puc. 1. CTpyKTypa TEeXHHYECKOTO KaHajla yTeuku nHpopmanuu 3a cuet [IDMU
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OO6mmpHyo HomeHkinatypy AW mMoryt cocTaBisTh
MUKPO(]OHBI TeNepOHHBIX allapaToB, MOHUTOPHI H 000-
pynoBaHue cpenctB BbraucnutensHON TexHuku (CBT),
HaKONUTENH, NepudepuidiHbIe YCTPOWUCTBA, pa3IUIHEBIC
POV B cocraBe xaHazooOpasyromeit anmapaTypsl 1 Jp.
[1,4,7].

Ha nytu or AW no I B pa3nuuHBIX 3JI€MEHTaX
Tpaekropun peammsanun TKYU Bo3moxHEI ipeoOpa3o-
BaHUs CHUTHAJIOB M3 OAHOIO BHIA B Apyroil. IIpm stom
II9MU pasznuunsix POV B ctpykrype OM MOryT uMeTsb
pa3yMyuHble XapaKTEPUCTUKU. YKa3aHHBIE OOCTOSTEINb-
CTBa TaKKe O0YCIOBIUBAIOT ONPENEIICHHBIE TPYIHOCTH
JUIS HapyIIUTeNs 10 peaau3aluy AeHCTBUMN, BHITIOIHSE-
MBIX C 11enbt0 popmupoBanus TKYU paccmarpusaemoro
THMA, cBA3aHHBIE ¢ BEIOOpoM PPII u ompenencamnem me-
CTa €ro NPUMEHEHUS.

Jist Toro uTo0bI Kakoe-1u60 POY Morio ucmnonp3o-
Batbcs B kKauectBe [IU B cTtpykrype TKY U, oHO nomkHo
HMMETh COOTBETCTBYIOLINE XapaKTEPUCTUKH [7].

JU conmepXuT 371€MEHT, TyBCTBUTEIBHBIN K HHPOP-
MalMOHHBIM CHT'HAJIaM NepexBaThiBaeMol nH(opManuu
OTpeNielIeHHOT0 BU/Ia (peueBoi, TOKyMEeHTaIbHOI, Tere-
KOMMYHHKAIIMOHHON) B pa3lMuHOl (hopme mpeacrasiie-
HUsI (aKyCTHYEeCKHe KoJieOaHHs, KOJeOaHHs dJIeKTpUUe-
CKOT'O TOKa B aHAJIOTOBOM Wi 1u¢poBoM Buze). Ha BbI-
xone atoro amementa (IIpY, cm. puc. 1) dhopmupyercs
JNEKTPUUYECKUH CHTHAJ, MOAYINPOBAaHHbBIA HH(pOpMaIH-
OHHBIM CUTHaJIOM, noctynatomum ot UU [7].

Kpome toro, takoit I conepxut snemenTs! [1P]]
(c paspemaromei criocoOHOCTHIO, TMHEHHOCTBIO, TIOJI0-
COH YacTOT M HMHEPLUHUOHHOCTHIO), 00ECHEeYNBAIOIIIE
¢dbopmuposanue [IDMU, a Taxke MPOBOAHUKHU, BHITTOIHSI-
IOIIME PONIb aHTEHHO-(QHUIEPHBIX ycTpoiicTB (ADY). B
kagecTBe ADY MOTYT HCMONIB30BaThCS U MPOBOTHUKH,
coenunsomue pazmuunsie POY B cocrae TC OU. Ot
KOHCTPYKTHBHBIX 0COOeHHOCTEH anemenTos /M, Bemo-
HAOMUX posib ADY, 3aBUCUT BUJ AMarpaMMbl Harpas-
snenHoctu [IDMU. Tak, B [11] nokazaHo, uto quarpamma
HanpasiieHHocTH [IOMMU kommbroTepa oTIMYaeTCss OT
KpyroBoii. JlaHHOEe 0OCTOATENBCTBO TAKXKE MOXKET yUH-
TBHIBAThCSI HAPYIINUTENIEM IPU ONIPENECIICHUH HAIPABICHUS
MaKCUMaJbHOTO ypoBHs usinyueHust [IDMU c nensio Bbl-
6opa mecta pacrnonoxkenuss PPII, Bxmouaromiero ADY,
I1PM, OIlpVY u ycTpoiicTBO 0TOOpaXKEeHHUS MepeXBaThIBa-
emoit undopmanuu (I1M1).

ITpu aToMm xapakrepuctuku 3toro PPII nomxHsl co-
OTBETCTBOBATh XapaKTEPUCTHKAM IIPHUHUMAEMBIX CHUTHa-
soB [IDMMU. B kauecTBe 3MEKTPUIECKUX XapAKTEPUCTHK
PPII paccmarpuBaroTcs Lpprn YyBCTBUTEIBHOCTD K IIPH-
HUMaeMbIM curHataMm I[IOMU, monoca mpomyckaHus
AFppr 1 Bpems obecieuerns npuema Atppri. OCHOBHBIMHU
xapakTtepuctukamu cursana [I9MHU npu 3ToM ABISIOTCA
oTHomienue curHai / myM, Amosmu / Pu Ha Bxome PPII,
HIMpUHA CTIeKTpa 4acToT Afiamu v Bpemst Atmomu, B Te-
yeHue kotoporo IIOMMU ¢ TakuMu XapaKTepUCTHKAMU
MOJKET UCIIOJIb30BaThCsA B KAUECTBE MAaTEPUAILHOTO HO-
cUTeNs NepexBaThbiBaeMoil MH(pOpMaIuu. YCIOBHS CO-
[J1IaCOBaHUS OIPENEIISIIOTCS B COOTBETCTBUM ¢ [14, 15]:

AHBWA 2 UpprT > (D

AFppry > Afronvm » @)

Atppr1 = ATromuy - 3)

Ha puc. 1 nokazano, yto I u yacTh BO3AYIIHON
cpensl pacrpocrpaneHus curHana [IOMU pacmomnara-
forcs B npenenax K3 OU u HapymwuTens He IMeeT BO3-
MOXXHOCTH BIMSHHS Ha XapaKTePUCTUKU CHTHaja
IIDMU B npepenax 3Toi 30HBEL Il03TOMYy OCHOBHBIMU
3JIEMEHTaMH, KOTOPBIMH MOXET MaHUIYIUPOBAaTh Hapy-
muTens B mpouecce peanuzanuu TKYU, apnstores xa-
paktepuctuku BC cpensl pacnpoctpanenus [I1OMU 3a
npegenamu OU u xapaxrepuctuku snemeHros PPII.

CurHajsl TpU pPacHpOCTPaHCHUH B (QH3MUECKON
cpene ocnabmsrores. Ocnadnenne [I1OMU npu ero pac-
MPOCTPAaHEHHU B BO3AYIIHON CPEE 3aBHCUT OT YaCTOTEI
W3JIy4CHHUS, TUIIA TPACCHI, PACCTOSIHHUSA ¥ (30HBI) OT H3Iy-
yaress ¥ XapakTepusyeTcs K03 GUIHCHTOM 0CIa0IeHIS
Ko(r) [16], a Takke yCIOBHAMH PacIpoOCTPaHSHUS TAKOTO
pona curHanoB [17]. I3BeCTHO MHOXXE€CTBO MOAXOAOB K
pacuety Ko(#) B pa3IUYHBIX YCIOBUAX PACIPOCTPAHECHUS
panuosouH [18]. B [16], HarmpuMmep, MpUBEICHBI KaK MpHU-
OnKEeHHAsT «TPEX30HHA), TaK U TOYHbIE (HOPMYJIBI IS
koapuirenTa ocnadnenus [I9MU Kq(r) no anexkrpuye-
CKOMY M MarHMUTHOMY nojro. OJHako B 3TUX (opMynax
HE Y4YUTHIBAECTCA JMHAMHKA IIpoOLEcca pealu3alyy
TKVYH, peannzyemMoro HapyIIHTEIEM C LENBIO IIEpexBaTa
HHPOPMAITUH.

B wuHTEepecax mccienoBaHMs OUHAMUKHU IpoLecca
peamuzanun TKYU paccmorpum npuseneHHoe B [17]
BBIpa)KEHUE Ul ONpEAEIeHUs paio4acTOTHON JHepre-
THKH PaIHOJIHUN B YCIOBUSAX CBOOOTHOTO MPOCTPAHCTBA!

2 2
=Ry GGy At (ar?), @
rne B u P, —mouHocTH pajuocuraana Ha erxoge ITPJT
1 Ha Bxojie [IPM coOTBETCTBEHHO; M) U Ty — K03(du-

IUCHTHI MOJIC3HOTO JCHCTBUS (DUACPOB MEpeaaromieii u
npueMHOil auteHH coorBercTBeHHO; Gy =Dj-mp ©

G, =D, ‘npp — k03bdHULEEHTH! yCUIeHHs Hepeaalomei
U TIPUEMHO}M aHTEHH COOTBETCTBEHHO; Npp U TNap — KO-

5 UIMEHTHl HANpPaBICHHOTO AEHCTBUS aHTEHH; A —
JUIMHA BOJHBI 3JIEKTPOMAarHUTHOTO M3nydeHus; I — pac-
CTOSIHUE MEX]y NIEPENAOLIEl U IPUEMHON aHTCHHAMH.

Jna TKYU, crpykTypa KOTOpPOTO TNpHBEICHA Ha
puc. 1, BelpaskeHre (4) 3anumieM B BUIE

PZZPI’KO(r)> (%)
me Ko(N) =y Gy-Gy A%/ (4mr?) — xorpepmn-
eHT ocnabieHus cur"aiza I[IOMM mo MOIMHOCTH Ha
IIyTH pacnpocTpaneHus ot JIM 10 BXOAHOTro yCTpOHCTBa
ITPM PPIL.

OcHoBHbIMU 0coberHOCTSIMU [IDMU B TKYU pac-
CMaTPUBAEMOTO THUIIA SBIISFOTCS:

— mny4yarenu [IOMU MoryT OBITP TOYEUHBIMH U
pacnpeneneHabvMu [3, 7];

— II9DMMU »>1ux n3mywatenedl MoOryT pacmpocTpa-
HATBCS. B OJIHOPOJHOM U B HEOJHOpoAHOU cpexe. Ilpu
9TOM AuarpaMma HampasieHHocTH [IDMU MmoxeT oTnu-
4aTbcs OT Kpyrosoi [11];
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— BO3MOXKHBI OTpakeHHs (repeorpaxenus) [I9MU
0T pu3nUecKux 00BEKTOB M HEOTHOPOIHOCTEH Cpe/ibl Ha
ITyTH UX pacupocTpaneHus [17].

YkazaHHBIE 0COOCHHOCTH O00YCIIOBIMBAIOT IWHA-
MUKy Ipouecca peanuzauuu Hapymurenem TKYU 3a
cuet [IBDMU POY TC OU.

Ycenosus (1) u (2) va Bxoge [TPM moryT BBITION-

HSTBHCS YACTUYHO WIIH BOOOINE HE BBITOIHITHCS.
Tax, BUI U XapaKTepUCTHKHU (BpEMEHHBIE, YHEpreTHYe-
CKHe U CcIIeKTpajbHble) n3nydaemoro [IOMU B cyme-
CTBEHHOH CTETIEHU ONpeNeNsioTCs BUIoM o0padarbiBae-
Mol Ha OU mHpopmanmu (peuesas, TOKyMEHTaJbHasl,
TeJIEKOMMYHHKAMOHHasA) (MaccuBbl 74 ) [7]. Ilpu aTom
B kauectBe JI1 B TKYH MoryT ucnonbp3oBarbcs TOIBKO
POY TC OW, uyBcTBHUTENBHBIE K MPOXOISIINM Yepe3
HUX WH(QOPMAIMOHHBIM CHTHAJaM COOTBETCTBYIOIIETO
maccuBa ;. [eomerpuueckue pasmepsl I kak usiry4a-
teneit [IDMU, a Takxke COSTUHAIONINX UX TPOBOJHUKOB
KaK CBOET'0 pOJIa MUKPOAHTEHH, OIPE/IEIISIOT HallpaBJIeH-
HOCTb H3JTydeHus M ero suepretuxy (1, Gy, B) [19].

Bup nuarpamMmel HanpaBjIeHHOCTH H3Jy4YEHUS B CY-
LIECTBEHHOM CTETNIEHH 3aBUCUT OT €r0 YaCTOTHOT'O CIIEKTpa
1 KOHCTPYKTHUBHBIX ocobeHHocTelt POY OU. Ora 3aBucu-
MOCTb OIPEJEINSeTCS COOTHOLICHHEM TI'€OMETPHUUECKHUX

pasmepos A®Y msmyuareneit [IDMU ( Dppypgp) v s

(cmextpa) (Mmvum)- - pu
Dioviyt <AMov / 2 HapymaroTes yeIoBHs COTIacoBa-

BOJIHBI H3JTYyUCHU

Hus uznydarens [IDMMU co cpenoit ux pacnpocTpaHeHUs
U IMarpaMMa HalpaBJIeHHOCTH U3IIy4eHHs OJIM3Ka K Kpy-
rosoit. IIpu Dy = Arovy / 2 HanpasieHHOCTS U3-

JIydeHUs] ONpPEEIIeTCs] PACHONOKECHUEM H3IydaTess B
MIPOCTPAHCTBE U MOXKET OTIMYATHCS OT KpyroBou. C yBe-
nuderreM Yactotsl frpgq 912 3aBucnmocts npossis-

eTcs Bce B OonbInieit crenenu [ 19]. DTo nmpuBoauT K HEOO-
XOJMMOCTH ITOMCKA HAPYIIUTENIEM MECTA JUIsl PACIIOIOXKe-
Hus PPII ¢ nenpro onpezneneHus HampaBieHUs MakKCH-
MayIbHOI MomHOCTH m3ny4deHus [IDMU. B ycnoBusx He-
OTIPEJETICHHOCTH HApYLIUTEN OTHOCUTEIBHO CTPYKTYp-
HbIX dneMeHToB O nouck mecta pazmemenus PPIT mo-
JKET 3aHATh JI0CTaTOYHO MHOTO BpeMeHH. MecTo mpume-
nenus PPII B nporecce peamzanuu TKY U onpenensiercst
B 3aBUCHMOCTH OT PACCTOSIHUS I C yUETOM BBINOJHEHUS
ycnosus (1), a Betbop tuma PPII ocymecTsisercs ¢ yde-
TOM BbINOJIHEHUS ycnoBus (2). IIpu 3ToM npoBepka BbI-
nonHenus ycnosui (1) u (2) Tpedyer BpemeHH. Yka3aH-
HBlE 00CTOSITENCTBA OOYCIIOBINBAIOT AWHAMHKY IIPO-
necca peanuzanuu Hapymmrenem TKYUW paccmatpusae-
MOTO THMa. B 3Tux ycrnoBusx OyaeM CUMTaTh IPOLECC
[IpIIN mepexBata MHPOPMAIMN PEATUIOBAHHBIM IIPH
BBITIOJTHEHUH yCII0BUA (3).

B cBoro ouepenp, ycnosue (3) OyaemM cUUTaTh BBI-
MTOJTHEHHBIM TIPH OJHOBPEMEHHOM BBITIOTHEHUH YCIIO-
Buit (1) u (2). [Ipu 3TOM AEHCTBHSA HAPYIIUTENS 11O BBI-
MOJHEHUIO 3THX YCIOBUN MOTYT NPOMCXOJUTH KaK MO-
CIeJ0BaTENIbHO, TAK U MapauleNbHO, 4 BpEMEHA HX BbI-
MOJTHEHHUS SIBJIAIOTCS CIIydailHBIMH.

Crnenyer ormeTuts, uto nponecc IIpIIH nepexsara
nH}opManny MOXKEeT OBITH peajn3oBaH TOJBKO TOTJa,

KOTJja CUTHall, Bo3AeicTBytomuii Ha /U, siBnsgercs Hocu-
tenem nudopmanuu u Ullp napopmMannoHHsIH mpouecc
Ha OU peanmzyercs.

B cBs31 ¢ HEONPeNeNeHHOCThIO HAPYIIUTENS OTHO-
CUTEJIBHO BpeMEHHbIX Xapakrepuctuk WIIp Bpems ero
peanu3aluy ONPENENIuM KaK CyMMY BPEMEH Ty IO

Hactpoiike TC OU B mTaTHOM pexuMe, Teyx OKHIAHUS

nepenadu u Ty nepenaur uHpopmanuu Ha OM:
Tyrtp = Tst T Tex + Ttr - (6)

B cooTBercTBUM € PAacCMOTPEHHBIMHM paHEe AEH-
CTBUSMU Hapymutens no peanusauuu TKYU 3a cuer
I[I5MU PBY OU Bpems T[pl PEAM3AIAH Iporiecca

riepexsaTa MH(QOPMaLKHK ONpPeNeIUM Kak CyMMY BpeMEH
Ty ¥ T(p) PCAIM3AUMHK JEHCTBHUH, HANPABJICHHBIX HA

BEITIONTHEHHE yciaoBuii (1) u (2) (mpu mocienoBaTenbHOM
HJTH N1apalIeIbHOM MX BEITOIHCHHH) M BPEMCHH Ty,

nepexBata HHOOPMAITHH:
Trprm = (1) +52) + Tapp > )
Trprm = MaxX(T(1), T2)) + Tapp - ®)
IIpu sToM Bpems T(1) BKITIOYAET BpeMs Ty BBIOOpA

Mmecta npumenerns PPII ¢ To4uku 3peHus CKpeITHOCTH (B
COOTBCTCTBHHU C rmi MUHUMAJIBHO BO3MOKHBIM pacCTo-
aaueM 10 K3), BpeMs T;, CKaHUPOBAHMSA IIO 4aCTOTE,
BPEMSA Tgj, ONPEIECIEHHS HAIIPABICHHUA MAKCHMAIBHOIO

YPOBHS M3JIydeHUS (IUarpaMMsbl HarpaBieHHOCTH ADY
JU) u Bpems T, KOPPEKTHPOBAHHsA MecTa NMpPHMEHE-

Hus PPII (c yueTtoM paccTosiHuS I), 00ecIieunBaroIiero
BhinosiHeHne ycnoBus (1). C yderoM mociemnoBaTelb-
HOT'O BBITIOJIHEHUS 3TUX JE€HCTBHIH 3aMuIIeM:

Ty = Tpl +Tin T Tdir T Teor - 9
Bpemst 7(y) BKIIOYAET BPeMs Tyy,q BHIOOpA pexknma

pabotel PPII u Bpems T, HACTPOMKH 3TOTO pexuMa C
y4eToM criekrpa curHaia [I9MU:
12) = Tmod +Teu - (10)

IepexBat uHpOPMAIMK CYUTACTCS YCICUTHBIM TPU
BBITIOJIHEHUH YCIIOBUA:

T(l)+’C(2) <TI/H—I‘p' (1)
%k
Tapp > THIIp » (12)
Uy > TP (13)
Wllp = *MIp °

*
e Tyrp = Turp * Kurps 0= Ky <15 Ky — xo-
3¢ uneHT, XapaKTeprU3yIOIUi YacTh TepeXBaueHHON
napopmanuu UIlp npu Bemonaennn yenosuii (1) u (2);
rnpﬁ]p — 4acTh MH(POPMAIIMOHHOTO ITpOIIecca, IIepexBaT

nHPOPMALINH B KOTOPOH YAOBIETBOPSET TPEOOBAHUSAM
HapyIIUTEIs.

JlernTUMHBIM TIOTH30BATEISAM IS 3aITUTH HHDOP-
Marmu ot yteuku 3a cuer [IOMU TC OU reoOxoammo
MIPUMEHSTh MEPbI 3aLUTHI B LEJISAX IPOTUBOJICHCTBUS pe-
amuzauuu HapymuteneM TKY U paccmarpuBaemoro tuna.
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C yuerom (11) — (13) ycnoBue obecrieucHus 3a-

IIXTH MHOPMAIIMU OT YTEUKH 3aluIlIeM B BUJIE
(T(l)+’c(2))>(1_KI/IHP)'TI/]Hp' (14)

Ha puc. 2 u 3 mpencraBieHbl BpeMEHHBIE THa-
TpaMMBbI BBITTOJTHEHHS HapyIIMTENIEM JEHCTBHH B COOT-
BETCTBHH C BBIpaxeHUAMH (7) 1 (8).

Taknm o0OpazoM, peanu3anust yrpo3bl yTEUKH HH-
¢opmanuu o TKYU 3a caer [IDMU POY OU ot Hawana
€e peanm3aly 0 MOMEHTAa OKOHYAaHUs IIepexBaTa WH-
(dopManuu ompenenseTcss CyMMapHbBIM BPEMCHEM BbI-
MIOJTHEHUS KaXXI0TO AEHCTBUS, B COBOKYIIHOCTU COCTaB-
nstroux nponecc [IpIIU ¢ yuetom obecrieueHust BBITION-
HeHus ycnosus (3).

3HaueHUs] BPEMEHHBIX XapaKTEpPUCTUK BCEX Iel-
CTBUI, IpUBEJCHHBIX Ha puc. 3 U 4, cayyaifael. OgHAKO
YCpEIHEHHbIE UX 3HAUEHHUS MOTYT OBITh ONpENEJICHBI
00 HKCTIEPTHBIM ITyTEM, JINOO C HCIIOIB30BAHUEM CBE-
JneHuil o texauueckux xapakrepuctukax TC u PPII, npu-
MeHsIeMBIX 118 peanusanuu npoueccos Ullp u [TpIIH.

B Tabn. 1 mpuBeneHsl MpUMEpHBIC 3HAYCHUS Bpe-
MEHHBIX XapaKTEPHUCTHK JACHCTBHUH, COCTABIAIOMINX MTPO-
neccsl Ullp u IIpIIM 1nis BbIAENIEHHOTO MOMEINIECHMUS,
MIpEeHAa3HAaYEeHHOTO IS TPOBEACHUS MEpONPHUITUH C
npuMeHeHrueM TC 3ByKOYCHIICHHS U CBSI3U IS NTepeJadn
pedeBoii HH(OOPMAILHH.

B ommcarensHOW Mojenu Ipolecca peau3aluu
yrpo3bl YTEYKH MHPOPMALIMH 0 TEXHUYECKUM KaHallaM
3a cuetr [IDMU POY OU moryT OBITH YYTCHBI IITATHEIC
MepHI 3aIUTH HH(OPMAINH, peau3yeMble B IIpolecce
npoextupoBanus OU, Takue Kak S5KpaHUpPOBAHHE U 3a-
3emiieHue 3KpaHoB POV u coenunutensupix nunuilt TC,

A'DM%UJ 2 Hppry

OrpaHMYeHHE YpOBHEH HH(OPMAIMOHHBIX CUTHAJIOB,
IpeaaBaeMBbIX 4epe3 CTPYKTypHbIe 31eMeHTs OU, u ap.
IIpuMeHeHHe STHX MeEp MO3BOJIMT CHU3UTH YPOBEHb
I[I3MU, 4to, B CBOIO OYEpEh, MOKET IPUBECTH K YBEIH-
YEHUIO0 BPEMEHHBIX XapaKTEPUCTUK ACUCTBUN HapyIIM-
TeNsl, HANpaBJICHHBIX Ha O0ECHEYCHUE BBIMOIHEHUS
yenoswuii (1) u (2) nmpu peammsanuu npouecca [IpITH.

Hapsny ¢ BpeMEHHBIMH XapaKTepUCTUKAMH, IPUBE-
JICHHBIMH B Ta0x1. 1, B omucaresbHOM MOJEIH JOJKHBI
OBITB IIPE/ICTABICHBI M aMIUTUTYIHO-4aCTOTHbIE XapaKTe-
PHCTHKH HMH()OPMALMOHHBIX CHTHAJIOB, HCIOIB3yEeMBbIX
JUIsl Tiepenayy MHpopMaluu o Tpaekropuu POY OU u
00yCIIOBJIMBAIOLINX COOTBETCTBYIOIHE XapaKTEPHUCTHKH
IIOMU stux POY, snepreruky paguonunuu B TKYU u
BO3MO)KHOCTH O0ecIiedeHus TpeOOBaHUI HAPYIIUTEIS K
CBOMCTBaM TmepexBaTbiBaeMoil mH(popMarmu. B pamkax
ONHKCATEIbHON MOJENH yCTAHABIUBAIOTCA TAKXKE COOT-
BETCTBUSI XapaKTEPUCTHK HH(OPMATHBHBIX CHTHAJIOB
I[I5MU u PPII, obecnieanBaeMble Py BBIIOIHEHUH MIPOTH-
BOIIPaBHBIX AEHCTBUI, CBA3aHHBIX C YCIOBMSIME (1) 1 (2).

IIpu ommcaHuM yrpo3sl paccMaTpUBAaEeMOIo THIIA
MOXeT OBITh YKa3aH CIIOCO0 IPEeOoJoJICHHsI Mephl 3a-
IUTEL. B KauecTBe HEJOCTATKOB TaKOH MOJENH ClIEAyeT
OTMETHUThH CJICAYIOIIHE: OTCYTCTBHE JETalN3aI[MU BbI-
MOJIHSIEMBIX HapylIUTeNeM ACHCTBUM, XapaKTepHU3yro-
niel BO3MOXKHOCTbB TAKOH peann3aluy; CII0KHOCTh ydeTa
MPUMEHEHNs] JONOIMHUTENBHBIX MEp 3allUThl OpPraHu3a-
IUOHHOIO, ONEPAaTUBHOIO WM ONEPaTHBHO-TEXHUYECKOTO
XapakTepa, HalpaBlICHHBIX Ha JIOKAIW3ALUIO JEHCTBUH
HapymmTens mo obHapyxkenuio [IDMU u ompeneneHuro
MecTa npumeHenus: PPIL.

Af IIBMU <AF PPIT

T
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o)

Tin

Tair
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mod o cu
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st X

*
RITY
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Puc. 2. BpemeHHbIe [rarpaMMbl IPOLECCOB Nepenadn HHGOpManH Ha 00beKTe HHPOpMATH3aIN
u peammzannu TKY U nipu mocneqoBaTeT-HOM BEITOTHEHUH JEUCTBHUHA, 00ECIICUHMBAIONINX PEaTH3aIII0
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Puc. 3. BpeMeHHble AuarpaMMsbl IIPOLIECCOB Nepeaayn HHpopMauy Ha 00bekTe HHPOPMATH3ANH
1 peanmuzaiun TKY U npu napaiiebHOM BBITOJHEHUH ACHCTBHIA, 00SCTICUMBAIOIINX PEATH3AIIHIO
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BpemeHHbIe XapaKTepUCTHKHU 1 CTBHI, cocTaBJsiiomux npoueccol UIlp u MpIIN

Ta6nauma 1

Ne Ha3zBanue xapakTepHCTHKH Croco6 MunumansHOoe | MakcumanbsHoe [CpeqHee 3Hade-
/i u ee 0003HaYEHHUE OIIpEe/IeNICHUSI 3HAUCHHE, MUH | 3HAUCHUE, MUH HHE, MUH
1 Bpewms nactpoiiku TC OU TexHuueckue xapak- 10 15 12,5
B 33J[aHHOM PEKUME — Tt tepuctuku TC
2 Bpewmst oxunanus nepenaqn — Tey OkcnepT 5 10 7,5
Bpewms nepenaun unpopmanuu Ha OM — 7 OkcrepT (Ha OCHOBE 30 40 35
periiamMenTa)
4 | Bpewms pabotsl PPII B pexuM ckaHUpOBaHUS 10 Ya- Texuuyeckue 8 12 10
crote — Tip xapakrepuctuku PPIT
5 | Bpems onpeneneHus HampapieHUs] MAKCHMAaIbHOTO DkenepT 5 7 6
YPOBHS U3IYIEHUS — Tip
Bpewms onpenenenus mecra npumenenus PPIT- Ty Okcnept 6 10 8
Bpems BrIbopa pexuma pabotsr PPIT— T, 4 Texuuyeckue 1,5
xapakrepuctuku PPII
8 | Bpemst nactpoiiku PPII B BEIOpaHHOM pexuMe — Ty Texuudeckue 2 3 2,5
xapaxrepuctuxu PPIT
9 Yacte HHPOPMALIOHHOTO IIpoLecca, IepexBar OxenepT 1,5 2 1,75
nH(pOpMaIHH, B KOTOPOH yIOBIETBOPSIET
_ 7P
TpeOOBaHHAM HapYIIUTEN, TI/]Hp

CaezieHus, cofieprKalliiecs B OMUCATEIbHON MOJIENH
MPOLIECCOB peaJIM3alny Yrpo3 YTeYKH WH(pOpMaluK Mo
TeXHUUYECKUM KaHajiam 3a cueT [[IDMU POY OU, cnyxkat
OCHOBOW Iy pa3paloTKé (PyHKIMOHAIBHBIX MOZETCH
STHX MPOIECCOB H MCIIONB3YIOTCS MPH pa3paboTke Mozie-
JIeH OIIeHKH 3aIuIeHHoCcTH nHpopMarmu Ha OU.

Crnemyer OTMETHTh, YTO HEBO3MOXKHO pa3padoTarh
EIUHYI0 MOJIENIb OLIEHKH 3alUIIEHHOCTH MH(OpMaluu
Ha OU paznuuHOTO HazHaueHHs. J[Js KaxIoro oObekTa
U MPUMEHSAEMON Mepbl 3alIuThl HHQOpMauu (IITaTHOM
WM IOTIOJTHUTENEHOM) HEOOX0TMMO pa3padaThIBaTh OpH-
THHAJBHYIO MOZIeTb. [Ipu 3TOM, MOCKONBKY JUIS pa3iind-
HbIXx OU coctaB 1 mociieA0BaTeIbHOCTh N€UCTBUM, BbI-
MOJIHSIEMBIX HApyLIUTEJIEM B Mpolecce pealu3aluu
TKVYU paccmarprBaeMoro THIla B YCIOBHUSX NPHMEHeE-
HUS JISTUTUMHBIMH TIOJIB30BATENIIMU Pa3HBIX Mep 3a-
[IUTHL, OTIIMYAETCs, TO (YHKIHOHAIBHBIC MOJIEIHU TPO-
Lecca peayiu3alty yrpo3bl TAaKKe OTIIMYAI0TCSL.

DyHKIMOHAJIbHbIE MO/IeJIM POLIECCOB
peanu3aluu yrpo3 yre4yku HuHgopManuu 3a cuer
NMO000YHBIX JIEKTPOMATHUTHBIX H3J1y4eHUI
PaaH031eKTPOHHBIX YCTPOHCTB 00HEKTOB
HH(pOpPMaTU3ALUHU

J71s1 oLIeHKH BO3MOXHOCTEN peaan3aluu yrpo3 pac-
CMaTpUBAaEMOr0 THIIA C YYETOM BpPEMEHHOTo (axTopa
Ul KoHKpeTHoro OW HeoOXoauMO ONpeNeNuTh BpeMs
BBINOJIHEHNS AEHCTBUN, COCTABISIOIIUX POLIECC peau-
3alUU yrpo3bl, U UX MOCIEA0BaTEIbHOCTb. [IpuMeHu-
TEJNBHO K yrpo3aM yteukn nHpopmanuu no TKYU, Bos-
HuKamuM 3a caet [IDMU POY OU, Takue monenu pa-
Hee He pa3palbaTbiBajHCh. XapaKTepUCTHKa JEHCTBUH,
BBINOJIHAEMBIX B XO/I€ peaIu3aliiy IPOLECCOB epexBaTa
nadpopmarmn o TKYU paccmarpuBaemoro Tuma, 1aBa-
nack 0e3 JleTaau3aluy YCIOBUI MX BBINOJHEHUS B XOJE
MOJIETIMPOBAaHMs C HCIIOJIb30BAHUEM armapara MapKOB-
ckux [20], momymapkoBckuX TporieccoB [21] u cereit
[lerpu—Mapxosa [22] B BHJIe ONHCAaHUI COOTBETCTBYIO-
mux cxeM. OyHKIMOHAIBHBIE MOJEIH MPOLECCOB pea-

nu3anuu yrpo3 yreuku ngopmaruu no TKYU pacemar-
pHUBAEMOTO TUIA C YYETOM 3THX YCIOBHI TaKXkKe HE pas-
pabaThIBAIUCE.

B nanHoi#t paboTe npeioxkeH Moaxo/ K pa3padoTke
Takoro poja (GyHKIHMOHATIBHBIX MOJEICH, OCHOBaHHBIN
Ha CTPaTH(UIMPOBAHHOM NPEICTABICHHH TaKUX IpPO-
1eccoB (pHc. 4) ¢ BbIIeNEHUEM YPOBHEH (3TanoB) peanu-
3allUd U OTIpEJeNIEHHEM CBsS3eH MEXAy HUMH B CTPYK-
type TKYU B nenom [23, 24].

[Ipn TakoM mpexncTaBiIeHUH OOECIICUYMBAETCS BO3-
MOYKHOCTb OTPa)KEHUSI CBA3EH MEXIY NAECHCTBHUSMU, BbI-
MOJHSEMBIMH Ha Pa3HBIX CTpaTaxX OMMCAaHUS MOJEIHpPYeE-
MOT0 IPOIIECCa, U IO aHAJIOTHH C [24] MoXkeT OBITE cop-
MHUPOBAaHA COBOKYIIHOCTb JIEHCTBUM I KaKIOTO BO3-
MOXHOTO BapuanTa peanmsanuu TKYU 3a cuer [IDMU
POV OMU. B pesynbTare BBHITOJIHEHUS JEHCTBUI Ha BCEX
CTpaTax CO3/IaI0TCs YCIOBUS AJI OTOOpaKeHH IepexBa-
4YeHHoi nHdopmanuu B ycrpoiicTBe otodopakenus [11.

Ha ctpate 1 ocymecTBisttoTes 1eiicTBUS 1O BRIOOPY
MmecTa npumeneHnst PPII ¢ yyetom obecnedenns Iy,

MUHHMMAaJIbHO BO3MOXKHOI0 paccrossHus 10 K3.

Crpara 2 cooTBeTcTBYyeT OOHapyxkeHHio [IOMU
paznuunbix POV B ctpykType OU, ncnonb3yeMbIx B Kaue-
ctBe 1M B TKYH, nyrem npumenenus umerommuxcst PPII B
pexXrMe CKaHMPOBAHHS THANla30Ha YacTOT.

[Ipu 3ToM BEIMONHSETCS yeinoBue (1), HO BOZMOXKHO,
YTO HE BBINOJIHAETCS YCIOBHE (2), TIOCKOIBKY XapaKTepH-
CTHKH BBIOpaHHOTO pexnma padotsl PPII moryT He coot-
BETCTBOBAaTb XapaKTepUCTUKaM curHaia [IDMIU.

Crenyromiasi ctpara COOTBETCTBYET ACUCTBUSAM IO
OINpPENIENICHUIO HAMpPaBIEHUS MAaKCHMAaJIbHOIO YpPOBHS
[I9MMU ¢ ucnonb3oBanrem ADY HanpaBiIeHHOTO JAe-
ctBus B coctae PPIL. [Tpu 3ToM BO3MOKHO KOPPEKTUPO-
BaHHE B COOTBETCTBUM C paccTossHHeM 7 oT JIU mecta
npumenenns PPII ¢ mocnemyromuM (Wi mapaiienb-
HBIM) BBIOOpOM pesxnMma padotsl PPII ¢ mensio obecre-
YEHUSI BHITTOTHEHUS YCIOBHS (2).
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Crpata Sp 1ieneBoit
¢hyHKIMH nIporecca
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IlepexBar
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MacCHBa M,

Ilepexsar
uH(OpMAITH
MacCHBa M,

Ilepexsat
nHpOpMaImn
MAacCHBa M,

Iepexpar . IlepexBaTundopmarmy
MHQOPMALMM  |.o. |  MaccuBa mui=1.,I
MaccuBa M, ' K

cuer [IDMU PDY OU

Crpara S onucaHus
JIEUCTBUM 10
peam3aiu TKY U 3a
cuer [IDMU PDY ON

Crpara S-1
OIMMCAaHMS JEeUCTBUM MO| ' (5-1) ! (5-1)
eiicreue d « HeiictBue d
peammzanmu TKY U 3a A = I[
cuer [IMU PBY OU Y S RAE T )/

Crpara

cuer [IDMU POY OI/I '
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loanaHm{‘ smmmbmmm s

Crpara
JIeWCTBHIA 110

cuer [IDMU PDY ON1 !

D 4ee | JeiicTBue

2 onmcanus | .
gefiersuiino - { Jleticreue d* | ( Heiicteue di” ) oz« I[eHCTBHe di’s,
peamzauu TKYH 3a ! .

HeTBnii . Heticteme dV | ( Heticteue dV ) aaa
peamszauuu TKYHM 32! v

(S-1)
dK 11,

'
R

! Heticteue dJ,
-,

LA A

' leiicTBue dfg) 2; ' HeticTaue dfgl) 11| [eiicreue d)

Puc. 4. Mmoctparus cTpaTuUIIPOBAHHOTO OIIMCAHMUS MIPOLIecca Peali3allii YTPpo3 yTeukd HH(YOpMaIuu
3a cYeT MOOOYHBIX 3JTEKTPOMATHUTHBIX H3IYy9EeHHUH PaIHOICKTPOHHBIX yCTPOHCTB 00BbeKTa HHYOPMATH3aLUH

Crparta (S—1) COOTBETCTBYET BBHIIOTHEHHOMY YCIIO-
Buto (1). Ha ctpare S ompenernseTcs BBITOTHEHNE COBO-
KYIHOCTH ycJIOBHH (Hampumep, ycrmoBuid (1) u (2)) mis
peanu3anuy npouecca nepexsara uHdopmanuu. Ha 3a-
KITFOUUTENIFHON CTpaTe OCYIIECTBISIETCS MPOBEpPKa BHI-
MIOJTHEHHUS TpeOOBaHUil K CBOWCTBAM IepeXBaueHHOI HH-
¢dopmanuu (ycinosue (3)) TOro win HHOTO Buaa (MaccuBa
My, =1, 2, ..., I) u ee orobpaxxenue [IN. 13 pucynka
BUJIHO, YTO JUIs peasM3aluy Ipolecca IepexsBara WH-
(hopMaIyu TOTo WM HHOTO BHJA, HAPUMEP Pe4eBON NH-
(opManyu B aHAJIOTOBOM (JOpME IPE/CTABICHHS C JTHa-
M1a30HOM BOCIIPOM3BOANMBIX YaCTOT, COOTBETCTBYIOIINM
Kanany ToHanbHo# wactorel ( Af =0,3—3,4kl1), BO3-

MOJKHO BBINIOJHEHHE PA3IMYHBIX MOCIEeI0BaTeIbHOCTEH
JIEMCTBUI HA cTpaTax OMKCAaHUs ATOTO MpoLEecca.

COBOKYMHOCTHU JI€UCTBUMN ONPENEISAIOT YCIOBUS pe-
aM3aldy TIpolecca IepexBara WH(OpManuKM pasiand-
Horo BHMAa. Hanmpumep, K TakuM COBOKYITHOCTSIM JEH-
CTBHH MOTYT OTHOCHTBCS:

4D > d® S > dl® > d,

D 5 d@ 546Dy e (@D _y 4@ _ 4D (S) _qp).
(0" >d7 —»dy” ) &(dy) > dy” —»dy” ) —>d; —>dM2,

@) )@ 4 ) 5d® Hd P
1 2 1 2 S-1
(d(Kl)_z—>d(K2)_2) (d() @ )—>d( i
S Sp).
- d|(<5)—1 - dj(mp) ;
D g® gD\ g(dD) _sd® _sgSD
(40 > 42, ¢ &(dQ) > ¢ ¢S]
o d® g
Ksg M5

HekoTopbie W3 TakWX COBOKYITHOCTEH IpENCTaB-
JSIOT KOMITO3UIMIO JICHCTBHIA, BBHIIOIHACMBIX ITapa-
JIETFHO ¥ HE3aBUCHMO OJTHO OT JIPYTOT0. DTO YCIOKHSICT
OLIEHKY OOILEro BpeMEHH peau3alii yrpo3bl paccMmar-
pUBAEMOTO THUIIA.

B kagecTBe mpumepa MOXKHO IpHUBECTH rpadude-
CKYIO0 HHTEPIIPETAIUIO TapaJIeIbHO BBITIONHAEMBIX JIeH-
CTBHI 10 obOecnieuenuto ycyoswii (1) u (2), npeacrasieH-
HYI0 Ha puc. 3.

Ha puc. 4 3ti ycnoBust MOTYT OBITH FJLTFOCTPHPO-
BaHBI B BHJIC COBOKYITHOCTH JICHCTBUI:

A 5 @? 5dF )& @ »d{P) >d® -

Takum 00pa3oM, /Ui KaXKJI0TO BapHAHTa OIMHCAHUS
nponecca peanmzamuun TKYU paccmarpuBaemMoro tumna
MOJKET OBITh OTpeiesieHa KOMITO3UITUS BO3MOXKHBIX COBO-
KYITHOCTEH JEWCTBUA, BBITOTHCHHBIX Ha TPEABIIYIINX
CTpaTax OIHMCAHUS 3TOTO MpOoIlecca U HAIPABICHHBIX Ha
CO3/IaHHe YCIIOBUH ISl €T0 pean3alim.

dopManabHO (QYHKIMOHAIBHAST MOJENH IIpolecca
peammzanuu TKYU 3a cuer [IDMU POY OU MoxkeT ObITh
IPE/ICTAaBJIEHA KaK COBOKYITHOCTh TPEX MHOXKECTB [24]

@, ={Dy,M(Dy), YD} ,u=LU, (15

rne Dy, — MHOXKeCTBO jeiicTBuit dl(Jk) eDy,k=1LK,BbI-

dp)
DS

HOJHSIEMBIX JUId peanmu3anuu U -ro Bapuanta TKVYU;
K — mommocts muoxecrsa Dy, ; M(D,) — marpuua

B3aUMOCBS3EN JelCTBUH dl(Jk) B MOPAAKE UX BBINOJIHE-
uust; Y(Dy) — coBokynHOCTS yenoBuii juist BBIIONTHEHNMS

. . k
JIEACTBUI dﬁ ) S Du , TpH KOTOpBIX peanu3aius
u-ro Bapuanta TKYU BozmoxHa.
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VIIPABJIEHUE, BBIYUCIIUTEJIBHAA TEXHUKA U HHDPOPMATHKA

C ucnonp30BaHUEM TAKOrO MPEACTABICHHUS MOTYT
OBbITh pa3paboTaHbl (HYHKIIMOHAIBHBIE MOJENH IIPOIec-
coB peamm3armu TKYU 3a caer [IDMU POY OU, BkItr0-
YaloIUe COBOKYMHOCTH IOUIEkKAIUX BBINOIHEHHIO
JeHCTBUI 10 00ECIIEYCHUIO COTIIACOBAHIS PAa3HOPOTHBIX
xapaktepucTuk curHanoB [I9MU ¢ cooTBeTCTByOIUMH
xapakrepuctukamu PPII, yuuTsIBaromue B3auMOCBSI3U
JTHUX NEUCTBHH, yCIOBUS UX BBINOIHEHHS, a TAKKE MPU-
MEpHBIE OIIEHKM BPEMEHHM BBITIOJIHEHUs Ka)KAOoro naei-
CTBUSL.

B kauectBe npuMepa Ha puc. 5 npuBesieHa (GYHKIHO-
HaJIbHasi MOJIENIb BapUaHTa IIOCNIENOBATENbHO BBINOJHSE-
MBIX HapylIUTEIEeM ACUCTBUI B IIPOLIECCE pealu3aliuy 11e-
pexBara peueBoil HH(POPMAIHH, IUPKYIUPYIOIIEH B BbIjIe-

VYcnosue (1)
BBITIOJTHEHO

M |4y d? e

—| PPIT —» N - _

POV OU o ADMH. 111213141516
IRIIEEE

Venoone (2 AR

BBITIOJTHEHO MDD, )= 3; — §1§ ;

N Sl S

. Y=L AE A% 47 0
A 8] i [ 8o, o] |

JICHHOM TOMEIIEHNH, NPEeHA3HAUYEHHOM ISl IIpOBeJie-
HUS MeponpusThii ¢ npuMeHenreM TC 3ByKOyCHIICHHUS
¥ CBSI3H.

B nesom cronbue marpuier M(D; ;) B3ammocss-

3ell Ha 3TOM PUCYHKE YyKa3aHBl HOMEpa BBIIIOIHICMBIX
JIEHCTBUM, B BEPXHEW CTPOKE — HOMEpa MOCIEAYIOLIUX
neficTBHUil. YCIIOBUS BBIIOJHEHHS DSTUX OCHCTBUH HE
onpenenensl: MHOxecTBo Y(Dj ;) —mycroe.

Ha puc. 6 npencrapnena GyHKIMOHATBHAS MOJCTb,
COOTBETCTBYIOIASl MapajIeIbHOMY BBITIOJIHEHUIO JIeii-
cTBUM N0 peanuzauuu npouecca [IpIIH.

O0Oo3HaueHne W ONHMCAHHWE IEHCTBHI, BBIITOIHSIE-
MBIX B X0/I€ MOJICTIUPYEMOr0 BapHaHTa Mpolecca peaiu-
3allUU YTPO3bI — IPUBEICHBI B Ta0I. 2.

Puc. 5. ®ynkimoHanbHas MoieNb BapUaHTa OCIEI0BATEIbHO BBIIOIHAEMBIX HAPYLIUTEIEM JEHCTBUN B IIPOIIEcCe peann3aluu
nepexsaTa pedeBoil nH(OpMaIHH, IUPKYIUPYIONEeH B BBIACICHHOM IIOMEIeHNH. be3 Mep 3aimuTer

Tabnauima 2

O003HaYeHUS U coep:KaHUe JelicTBUH, BHIMOJHIEMbIX IPH pPealn3aliy mpouecca nepexsara peyeBoii HHpopManum,
IMPKYJUPYIOLIeil B BbI1eJICHHOM IOMeIeHUH, 000PY0BAHHOM CPEACTBAMH 3BYKOYCHJICHUS U CBSA3H

HaumeHnoBanue CopeprkaHue 1eHCTBUMN, BHIIONHAEMBIX IPU PeaTU3alii yrpo3bl O6o3HaueHue | Bpems BbImosHeHUs
Yrpo3sl JecTBui JIecTBUMA, MUH
Bapuant Ne 1
Peammsamms mpo- | Hapymmrens Beibupaet mecto npumenenus PPIT (r = Fpi, ), d® 8-12
1.1
lecca fIepexsata | ppy koTopoM 0GECTIEYNBAIOTCS yCIIOBHS CKPBITHOCTH
peteBoii HHPOP-  MByinonmero ckannpoBaHme YaCTOTHOTO AMANA30HA PH YCIOBHI, d@ 3-5
MaLH, IPKYIH- | oo orpercTByromem dopmyie (1) 1.1
PYIOIICH B BBIC- [y oronb3oBanmem HaIpaBJIEHHON aHTEHHBI ONPE/ICTICHO HalpaB- 3) 5-7
JICHHOM TIOMeIIle- dl 1
6 JICHHE MaKCUMaJIbHOI0 ypoBHs u3nydenus [IOMU :
HITH, 000py0- CKOppEeKTUPOBaHO paccTosiHue (I =T npumenenus PPII, npu 4 8-12
BAHHOM CPEJI- PPEKTHD p ( max ) TP , TIp dl(. 1)
CTBaMH 3BYKO- KOTOpPOM 00ecedrBaeTCs CKPHITHOCTD €ro IIPUMEHEHUs!
yeuneHus Be16pan pexxuM paboTh, 00eCIeInBAIOINIT COOTBETCTBUE XapaKTe- d® 3-5
U CBSI3H puctux PPII xapakrepucTukam nepexBaTbIBAEMOr0 CUTHaja 1.1
[I3MU ¢ menbio BEIMOIHEHHS YCIOBHUS, COOTBETCTBYIOLIETO (Op-
mye (2)
BrInosiHeHa mpoBepKa CBOMCTB MepexBadeHHON HH(OPMAIIUH B CO- d(6) 5-10
oTBeTcTBUH ¢ ycnoBusamu (11)—(13) 11
VYcnosue (1) BbINoOIHEHO B _
11213141516
) 2 3) bttt
oM |9y AT A 1A A IRDEEE
MU +—t +——t —
povoou [ iy ! max 2] 101G
Venosue (2) dl(? MDD, )= |3 g g g g 1 g g
BBIIIOJTHEHO . | | | | | |
SR N
I I I I I I
d(s) d(é) 4, 0 0 0 Ly
1.1 1. I Y |
AFPPH o AFPPH“l 500 0 b6

Puc. 6. OynKIHOHANEHAS MOJIETh BapHAHTA ITapAJLUIEIFHO BEIMONTHAEMBIX HApyIIUTETIEM JeHCTBUH
B IIPOIIECCE peann3aniy IepexBaTa pedaeBoil HH(GOpManny, TUPKYINPYIONIeH B BBIICICHHOM ITOMEIeHNH. be3 Mep 3amuTer
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CpaBHuBasi naHHble Tabn. 1 u 2, ompenenum cre-
IIEHb COOTBETCTBHS CBOWCTB NEpeXBauyeHHOW MH(pOpMa-
UM TPeOOBaHUAM HAPYIIUTETS A (QyHKIMOHAIBHOM
CXEMBI Ha puc. 6:

Ty ~ 35MHH; Trypyp ~ 34MUH; T*I/Il_[p ~1muH.

IIpouecc IIpIIN B paccMaTpuBaeMBbIX YCIOBUSX HE
peann3oBaH.

IIpn mapamiensHOM BBINOMHEHUN HapyLINTEIEM
HEKOTOPBIX NeHCTBUH, HANpaBICHHBIX Ha oOecIieueHue
yenowii (1) u (2), Bpems peanm3anuu nporecca [IpIIH
cokpamiaercs Ha 4 MHUHYTBI, YTO COOTBETCTBYET
r;mp ~ 5MUH, 1 iepexBar HHPOPMALUHN HAPYLIIUTEICM

MOXKHO CYUTATh PEAIM30BAHHBIM YCTIEIIHO.

3akaoueHne

DyYHKIIMOHATIBHOE MOJAEIUPOBAHUE HCIIONb3YETCS
JUI TIPENBapUTENIbHON (HOPMATH3AIMKA HCCICIYEMBIX
npoueccoB. OHAKO NpeCTaBIeHHbIe (PyHKIIMOHAIbHBIC
MOJIETIH IO aHAJIOTHH C [25, 26] MOTYT CIIy’KUTh OCHOBOM
Uil pa3pabOTKH C WCHONB30BAaHHEM armapara ceTeit
[lerpu-MapkoBa aHaIUTHUYECKUX MOJENEH TUHAMHUKU
peanuzanmuu yrpo3 YTeYKH WHPOPMAINH 10 TeXHHYe-
CKMM KaHajaM 3a cueT [IDMU POY OU, yuutsiBarommx
BEPOSITHOCTHO-BPEMCHHBIC XapaKTCPUCTUKU IEHCTBUH,
BBITIOJTHAEMBIX TOCJIEeI0BAaTEIbHO-IAPAIJICNIBHO, U TPU
HaJU4UW OMPEACNCHHBIX JIOTUYECKUX YCIOBHM, ajeK-
BaTHO OTPaXAIOIINX MPOLECCHl peaanu3alui yrpo3bl s
koHKpeTHOT0O OU M MO3BOJSAIONINX MOJYYUTh aHATUTH-
YECKHUE COOTHOIIEHUS I pacdera MmokaszaTesiel 3aiiu-
IICHHOCTH HH(OPMAILIAHN OT YTEUKH KaK B YCIOBUSIX IPH-
MEHEHHS Mep 3aIIUTHI, TaK U 0e3 MPUMEHCHHUS 3TUX Mep.
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Functional models of processes for implementing
information leakage threats due to side electromagnetic ra-
diation of informatization objects

The approach to constructing functional models of the pro-
cesses of implementing threats of information leakage through
technical channels due to the side electromagnetic radiation of
electronic devices of informatization objects is considered,
based on the stratified representation of such processes, which
reflects the relationship between the actions of the intruder car-
ried out on different description strata in the form of a set of
actions corresponding to each of the possible options for the
implementation of processes of the type in question.
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